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Can you do that?

Determine user permissions.
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NextAuth.js

About NextAuth.js (becoming to auth.js)

NextAuth.js is a complete open-source
authentication solution for Next.js applications. It is
designed from the ground up to support Next.js and
Serverless.
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NextAuth.js

* Designed to work with any OAuth service, it supports
OAuth 1.0, 1.0A, 2.0 and OpenlID Connect

 Built-in support for many popular sign-in services
» Supports email / passwordless authentication

* Supports stateless authentication with any backend
(Active Directory, LDAP, etc)

e Supports both JSON Web Tokens and database sessions

* Designed for Serverless but runs anywhere (AWS
Lambda, Docker, Heroku, etc...)



OAuth 2.0

OAuth (short for "Open Authorization")
is an open standard for access delegation,
commonly used as a way for internet users to
grant websites or applications access to their
information on other websites but without
giving them the passwords. This mechanism
is used by companies such as Amazon,
Google, Meta Platforms, Microsoft, and
Twitter to permit users to share information
about their accounts with third-party
applications or websites.
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Token Base Authentication

Token-based authentication is a protocol that
generates encrypted security tokens. It enables users
to verify their identity to websites, which then
generates a unique encrypted authentication token.
That token provides users with access to protected
pages and resources for a limited period of time
without having to re-enter their username and

password 1. Request
2. Verification

Password
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4. Storage
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JSON Web Token (JWT)

CLIENT SERVER

User logs in {username, password} Creates JWT
Saves JWT for user
on
localStorage

Sends encrypted {JWT} to the client

headers: {
Sends Auth requests "Authorization"; "Bearer ${JWT_TOKEN}"
with JWT in header }

Compares

Sends response on every subsequent request wt

eyJhbGciOiJIUzI1NilsInR5cCIBIkpXVCJ9.eyJzd WIOiXMjMONT
Y30DkwliwibmFtZSI6lkpvaG4gRG9lliwiaWFO0ljoxNTE2MjM5M
DIyfQ.XbPfbIHMIBarZ3Y922BhjWgQzWXcXNrz0ogtVhfEd20 @)

o Header o Payload o Signature

{

"sub": "1234567890",
"name": "John Doe",
"iat'": 1516239022

}




JWT in OAuth flow Permit.io
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Essential Packages
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Auth.js

Authentication for the Web.




Get started

Create next app
>npx create-next-app@latest

Change work directory
>cd <your app>

Install prisma
>npm install prisma --save-dev
>npm install @prisma/client --save-dev

Setup prisma
>npx prisma init



DATABASE URL="mysqgl://root:@localhost:3306/auth”

.eNV



generator client {
provider = "prisma-client-js"”

}

datasource db {
provider = "mysql"
url env("DATABASE_URL")

model User{
id Int @id @default(autoincrement()ﬂ
name String?
email String @unique
password String
createAt DateTime @default(now())
updateAt DateTime @updatedAt




> npx prisma migrate dev --name init

> npx prisma db pull

> NpX prisma generate



A hash is a function that converts an input of
letters and numbers into an encrypted output of a
fixed length.

Hashing Algorithm
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Salt (cryptography)

In cryptography, a salt is random data fed as an
additional input to a one-way function that hashes
data, a password or passphrase. Salting helps defend
against attacks that use precomputed tables

Username | String to be hashed Hashed value = SHA256
userl passwordl23 EF92B778BAFE771E89245B89ECBCOBA44A4E166C06659911881F383D4473E94F
user2 passwordl23 EF92B778BAFE771E89245B89ECBCRBAL4AAE166C06659911881F383D4473E94F

Instead, a salt is generated and appended to
each password, which causes the resultant hash to
output different values for the same original password.

Username Salt value String to be hashed Hashed value = SHA256 (Password + Salt value)
userl D;%yL9TS:5Pals/d | passwordl23D;%ylL9TS:5PalS/d | 9C9B913EB1B6254F4737CE947EFD16F16E916F9DAEESC1102A2082 E4ABDACEEED

user2 )<,-<U(jLezy4j>* | passwordl23)<,-<U(jlLezy4j>* | 6058BAEBA6BD6487293B59440ECE7OEAEAS2239FF2BAE7CAG995ADFBD5532F2



Sign up API (apiauth/signupiroute.js)

{ PrismaClient }
import { hashSync } from "bcrypt™;

a prisma = PrismaClient();

export async function POST(req) {
try {
const name, email, password = await reqg.json();
const hashedPass = hashSync(password, 10);
const newUser = await prisma.user.create({
data: {
name,
email,
password: hashedPass,
| &
})s

return Response.json({

mgs: "user created!"”,
data: newUser,
})s
catch (err) {
return Response.json(err, { status: 500 });




> npm install next-auth --save-dev

> npm install @auth/prisma-adapter --save-dev



Sign in (API route structure)

/api/auth/[...nextauth]/route.js

export const authOptions = {

‘ providers:

adapter PrismaAdapter(prisma),

>
‘ session:
>

strategy: "jwt’,

callbacks

}

const handler = NextAuth(authOptions)

22 export { handler as GET, handler as POST }



The Credentials provider allows you to handle
signing in with arbitrary credentials, such as a
username and password, two-factor authentication
or hardware device (e.g. YubiKey U2F / FIDO).

CredentialsProvider "next-auth/providers/credentials”




Authentication
Providers in NextAuth.js are
OAuth definitions that allow
your users to sign in with
their favorite preexisting
logins. You can use any of our
many predefined providers,
or write your own custom
OAuth configuration. Using a
built-in OAuth Provider (e.g.
GitHub, Twitter, Google, etc...)
or Using a custom OAuth
Provider




Callbacks are asynchronous functions you can
use to control what happens when an action is
performed. Callbacks are extremely powerful,
especially in scenarios involving JSON Web Tokens as
they allow you to implement access controls without a
database and to integrate with external databases or

1
sync signIn({ user, account, profile, email, credentials }) {

APIS' ”:.:allba::ks: 1

rn true

cync redirect({ url, baseUrl }) {
rn baselrl

sync session({ session, user, token }) {

rn session

sync jwt({ token, user, account, profile, isNewUser }) {

rn token




/app/api/auth/[...nextauth]/route.js

import NextAuth from "next-auth”

import CredentialsProvider from "next-auth/providers/credentials”
import { PrismaClient } from "@prisma/client”

import { PrismaAdapter } from "@auth/prisma-adapter™

import bcrypt from 'bcrypt’

const prisma = new PrismaClient()




export const authOptions = {
providers: [
CredentialsProvider({

name: "Credentials"”,

credentials: {
email: { label: "Email", type: "email", placeholder: "user@bru.ac.th" },
password: { label: "Password”, type: "password” },

}s

async authorize(credentials, req) {
if (!credentials) return null;
const user = await prisma.user.findUnique({

where: { email: credentials.email },

D

if (
user &&
(await bcrypt.compare(credentials.password, user.password))
) {
return {
id: user.id,
name: user.name,
email: user.email,
};
} else {
33 ¢ throw new Error("Invalid email or password");
Y
}J
})s
1,

adapter: PrismaAdapter(prisma),




adapter: PrismaAdapter(prisma),
session: {

strategy: "jwt",
}s
callbacks: {

jwt: async ({ token, user }) => {

if (user) {
token.id = user.id;

}

return token;
S 2
session: async ({ session, token }) =>
if (session.user) {
session.user.id = token.id;

}

return session;

I

},
};

const handler = NextAuth(authOptions);

export { handler as GET, handler as POST };
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To be able to run the Session from anywhere,
call the SessionProvider component from the Layout,

but so that the Layout does not need to be
converted into a Client component. .

Header

Play button

The data in Context available to every

Passing prop to each level
component



/app/components/SessionProvider.js

‘use client’
2 import { SessionProvider } from 'next-auth/react’
export default SessionProvider

<Client Component>

<Server Component/>

</Client Component>




/app/layout.js

import SessionProvider from "./components/SessionProvider";
import { getServerSession } from "next-auth";

export default RootLayout({ children }) {
session = await getServerSession();
return (
lang="en"

SessionProvider session={session children SessionProvider




/app/page.js

"use client";

import { useState } from "react"”;
import { signIn } from "next-auth/react”;
import { useRouter } from "next/navigation”;

export default function SignIn() {

const [email, setEmail] = useState("");

const [password, setPassword] = useState("");
useRouter();

const router

const handleSubmit = async (e) => {
e.preventDefault();
try {
const result = await signIn("credentials", {
redirect: false,
email,
password,

‘:-)'
J 2

if (result.error) {
console.error(result.error);
} else {
router.push("/profile"”);
}
} catch (error) {
console.log("error", error);



30
return (

EERY
LW

orm onSubmit={handleSubmit
div

label htmlFor="email">Email</label

input

id="email"

type="email”

value={email

onChange={(e) => setEmail(e.target.value)

required

div
div
label htmlFor="password"”>Password</label
input
id="password"
type="password”
value={password
onChange={(e) => setPassword(e.target.value)
required

div
button type="submit">Sign In</button>{" "
form

)




React Hook Lifecycle

"Render phasa™

Pure and has no side
eflncts. May be paused,
aborted or nestarted by

"Commit phasa”

Can work with DOM,
run side effects,
schedubs updates.

Mounting

[ function () (3

.............
r,

Unmounting

¥ ¥

React updates DOM and refs J




"use client”;

2 import { useSession, signOut } from "next-auth/react”;
import { useRouter } from "next/navigation”;
import { useEffect } from "react";

export default function Profile() {
const { data: session, status } =
const router useRouter();

useSession();

useEffect(() => {
if (status === "unauthenticated") {
router.push("/");

}

}, [status, router]);

return (
status === "authenticated"” &&
session.user && (
div
div
P
Welcome, <b>{session.user.name}!</b
p
p>Email: {session.user.email}</p
button onClick={() => signOut({ callbackUrl: /" })}>Logout</button
div
div

)
);
}
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Create roles

Let’s Try

Guideline

1. Which attribute is in
the database?

2. What variable in token
and session?

3. How to use role?
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