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NextAuth.js

About NextAuth.js (becoming to auth.js)

NextAuth.js is a complete open-source 
authentication solution for Next.js applications. It is 
designed from the ground up to support Next.js and 
Serverless. 



NextAuth.js

Flexible and easy to use

• Designed to work with any OAuth service, it supports 
OAuth 1.0, 1.0A, 2.0 and OpenID Connect

• Built-in support for many popular sign-in services

• Supports email / passwordless authentication

• Supports stateless authentication with any backend 
(Active Directory, LDAP, etc)

• Supports both JSON Web Tokens and database sessions

• Designed for Serverless but runs anywhere (AWS 
Lambda, Docker, Heroku, etc…)



OAuth 2.0 (RFC 6749)

OAuth (short for "Open Authorization") 
is an open standard for access delegation, 
commonly used as a way for internet users to 
grant websites or applications access to their 
information on other websites but without 
giving them the passwords. This mechanism 
is used by companies such as Amazon, 
Google, Meta Platforms, Microsoft, and 
Twitter to permit users to share information 
about their accounts with third-party 
applications or websites.



OAuth 2.0 Abstract flow



Token Base Authentication

Token-based authentication is a protocol that 
generates encrypted security tokens. It enables users 
to verify their identity to websites, which then 
generates a unique encrypted authentication token. 
That token provides users with access to protected 
pages and resources for a limited period of time 
without having to re-enter their username and 
password.

4. Storage

1. Request

2. Verification
3.Token



JSON Web Token (JWT)





Essential Packages



Get started

Create next app
>npx create-next-app@latest

Change work directory
>cd <your app>

Install prisma
>npm install prisma --save-dev
>npm install @prisma/client --save-dev

Setup prisma
>npx prisma init



.env



schema.prisma



prisma migrate

> npx prisma migrate dev --name init

---------------------

to turn your database schema into a Prisma schema

> npx prisma db pull 

to generate Prisma client

> npx prisma generate 



hash

A hash is a function that converts an input of 
letters and numbers into an encrypted output of a 
fixed length. 



Salt (cryptography)

In cryptography, a salt is random data fed as an 
additional input to a one-way function that hashes 
data, a password or passphrase. Salting helps defend 
against attacks that use precomputed tables

Instead, a salt is generated and appended to 
each password, which causes the resultant hash to 
output different values for the same original password.



Sign up API (/api/auth/signup/route.js)
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Sign in

Next-Auth

> npm install next-auth --save-dev

Adapter

> npm install @auth/prisma-adapter --save-dev



Sign in (API route structure)

/api/auth/[…nextauth]/route.js



Providers

The Credentials provider allows you to handle 
signing in with arbitrary credentials, such as a 
username and password, two-factor authentication 
or hardware device (e.g. YubiKey U2F / FIDO).



Providers

Authentication 
Providers in NextAuth.js are 
OAuth definitions that allow 
your users to sign in with 
their favorite preexisting 
logins. You can use any of our 
many predefined providers, 
or write your own custom 
OAuth configuration. Using a 
built-in OAuth Provider (e.g. 
GitHub, Twitter, Google, etc...) 
or Using a custom OAuth 
Provider



Callbacks
Callbacks are asynchronous functions you can 

use to control what happens when an action is 
performed. Callbacks are extremely powerful, 
especially in scenarios involving JSON Web Tokens as 
they allow you to implement access controls without a 
database and to integrate with external databases or 
APIs.



Auth Code

/app/api/auth/[…nextauth]/route.js









Context API (React)

To be able to run the Session from anywhere, 
call the SessionProvider component from the Layout, 
but so that the Layout does not need to be 
converted into a Client component.



SessionProvider

/app/components/SessionProvider.js



Layout

/app/layout.js



Home

/app/page.js





React Hook Lifecycle



Pro
file

/app/profile/page.js





Create roles

Guideline

1. Which attribute is in 
the database?

2. What variable in token 
and session?

3. How to use role?



Q & A
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