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Considerations When Implementing Redundancy:

+ MAC database instability - Instability in the content of the MAC address table
results from copies of the same frame being received on different ports of the
switch. Data forwarding can be impaired when the switch consumes the
resounces that are coping with instability in the MAC address table.

+ Broadcast storms - Without some loop-avoidance process, each switch may
flood broadcasts endlessty. This situation is commonly called a broadoast stomm.

*  Multiple frame transmission - Multiple copies of unicast framas may be deliverad
to destination stations. Many protocols expect to receive only a single copy of
each transmission. Multiple copies of the same frame can cause unrecoverable
2rrors.
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Multiple frame transmissions
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Multiple frame transmissions S

Server/Host X Router Y

.
-

Segment 1

Switch A Switch B

Segment 2

(Some changes to curriculum)

™ The router receives the frame because it is on the same segment as Host X.

™ Switch A does not have the MAC address of the Router Y and will therefore flood the frame out its ports. (Segment 2)

“ Switch B also does not know which port Router Y is on.

" Note: Switch B will forward the the unicast onto Segment 2, creating multiple frames on that segment.

" After Switch B receives the frame from Switch A , it then floods the frame it received causing Router Y to receive multiple copies
of the same frame.

[ |

This is a causes of unnecessary processing in all devices.
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Server/Host X
RouterY

Segment 1

v |porto
Switch A | Switch B

Segment 2

In a redundant switched network it is possible for switches to learn the wrong information.

A switch can incorrectly learn that a MAC address is on one port, when it is actually on a different port.
Host X sends a frame directed to Router Y.

Switches A and B learn the MAC address of Host X on port 0.

The frame to Router Y is flooded on port 1 of both switches.

Switches A and B see this information on port 1 and incorrectly learn the MAC address of Host X on port 1.
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Redundant Paths and No Spanning Tree

Another problem, incorrect MAC Address Tables
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Redundant Paths and No-Spanning Tree
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Redundant Paths and No Spanning Tree
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Redundant Paths and No Spanning Tree 510010010307/,
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Broadcasts and No Spanning Tree 530010010301

Lets, leave the switching tables alone and just look at what happens with
the frames. Host A sends out a layer 2 broadcast frame, like an ARP

Request.
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Broadcasts and No Spanning Tree 5316010030101

Because it is a layer 2 broadcast frame, both switches, 1 and 2, flood the
frame out all ports, including their port A’s.
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Broadcasts and No Spanning Tree 530010010301

Both switches receive the same broadcast, but on a different port. Doing
what switches do, both switches flood the duplicate broadcast frame out
their other ports.
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Broadcasts and No Spanning Tree

Here we go again, with the switches flooding the same broadcast again out
its other ports. This results in duplicate frames, known as a broadcast
storm!
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Broadcasts and No Spanning Tree 530010010301

Remember, that layer 2 broadcasts not only take up network bandwidth,
but must be processed by each host. This can severely impact a network,
to the point of making it unusable.
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Designated Port A® Port N4 Path Cost 11/e9 Root Bridge Hagngaluainguny

. v A A A ! 1 d A Y
Port UBJ Switch maumﬂf@maagiummuum%mu




Path Cost

Ao A 19T eunenlun1511 Root Port 11a% Designated Port 19
WFeuneunuA1 Bandwidth 1agtaas Bandwidth 323A1 Path Cost
9J

~
NU

 Data rate STP Cost (802.1D-1998) RSTP Cost (802.1W-2001)

4 Mbit/s 250 5,000,000
10 Mbit/s | 100 2,000,000
16 Mbit/s 62 1,250,000
1100 Mbit/s 19 200,000
1Gbits 4 20,000
2Gbitls |3 10,000
10 Gbit/s 2 2,000
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Mode M3M1911UD9 Spanning-Tree

9y . 1T A A a g . Y A

01 Switch A5 19gaUNUNIMIFeuudasnavumely Switch Lazoian
A A 3 . v < o =

cost Wondztasuao1uzunilu Designated port HuNIEMIMIIaeuaTnINe

¢ &
910 Blocking 11)auDa Forward port AUADIUNITUUU

Ly 1o ) 1 1 1 1 3

Blocking 1§92 11@4 user voaiueen 11 unsziinsas BPDU a4'l1147 port 71 Block A
1 = 1 ' J Y Y

971 Blocking Huiluaouezi ldawnsadedoyala uaiuamnsnsy BPDU 18 i
9/ A A o~ a av < A U . .
Joyav09 user Wy lilvsoEuIMIAalnaTUAvzdoud g T gan1ue Listening
Y 9 a =
tuaz lgnanszaunm 20 U9

) A 4 2 v LY, <
Listening 1921301403 link Y111 (Enable Link) 319z 50Wa1uae 10111 Designate

=

port H3anlarng l¥iarsedszana 15 JuH

. v = Y A S 1A a 2 9 ~ ! 9

Learning VUNISLIEUY Mac Address 31NNDUS Llﬂgﬂﬂﬁ"mﬂgllﬁlﬂﬂellu ﬂlﬂgaﬂgﬂﬁﬂﬁﬂ
v & 2 A v A A 2 & ¥ v qu A A
UIUUNIZINUN Mac Table ‘numwmﬂmﬂumagamﬂu%nmﬂﬁzmm15 AUIN

Forwarding U9z a99oya User lanuina
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Spanning tree port states

Disabled Inactive. Administratively down,
i link down or port failed.

Listening

Algorithm determines that
port should become active
as designated or root port.

Timer expires,
move to next state.

Algorithm determines that
port should not be active

| Blocking |< . _ rLearning
Algorithm determines that

port should not be active.

Timer expires,

Algorithm determines Mmove to next state.

that port should not be active

Forwarding




IEEE802.1D 5,

| Y
TP lHidou luae Tt lumsnasanimesalaegluanug

Forwarding 130 Blocking

Y v Y
YUN 1 NIN1TAY Root Bridge
Y

~ A i A SUIRER )
UYUN 2 189N Root Port 11 switch auq‘n‘ln%j Root Bridge

Y
Y

~ A .
VYUN 3 1adN Designated Ports




Shi
IEEES02.1D S

1 root bridge / network (root bridge ==> bridge id e YA ==> bridge
1d = priority + mac

1 root port / non root bridge (designated bridge(RVST) (port 91 forward
frame hJ¥1 root bridge A1 cost ‘L?!}’Elﬂquﬂ 2191 cost Lﬁiﬁ}uiﬁ}@‘ﬁ A

Bridge ID ))
1 designated port/ 1 segment

1 Non designated port Ao wosadn lulaldy (Block port, alternated port)

(path Cost U1NTA)

e, em—



1013 Root Bridge

Ta8 Switch LAAZAIDLB19I1909AB Root Bridge 32311n151) 281

Bridge Protocol Data Unit(BPDU) #4410 Switch #31a3A1 Bridge ID
< <

toaganae 1A1Tlu Root Bridge

14 Bridge ID 1J5¢n0UA28 Bridge Priority 8% VLAN UAUNHNY 2
Byte (A19131# 0-65535 Taganasaaziauniny 32768 uaauise

9
AININIU Config)

Switch(config)#spanning-tree vlan <vlan id> Priority <A1Bridge Priority>

130 Switch(config)#spanning-tree vlan <vlan id> root primary
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U441 2 180N Root Port 11t switch avue il sRoot Bridge? 2/

! ~ 19 1 S A
Switch 819 1319 Root Bridge 3¢ imssaennasaniin1 Cost 910
S o &Y, ] A1 o A Yy
Woiniua 1Ude Root Bridge Niladga o141l u Root Port

v = J o <
Iﬂﬂ Switch 1 133U Root Port 1 NBITHNLASIZTNINIT set L‘]J‘L!

Forwarding State
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WumMIn15a1IM0 50 11ull Root Path Cost inea Iasiiou lun1s
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ADNANU

S A <'> 1 1T v A g}J oY)
1. i@onnesanll Cost Mganou dumnuNaIsaIuna 11
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2. #1435 Designated Port 33%17314 Switch 41071 1 61 1 aennesan
Y Bridge ID Gﬁi;fﬂ
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=~ 1 o

A= S =
3. 91 Bridge ID 11Au0n l¥@enwosaiiia1 Port ID f1ga

g s A
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e UUNOTANIIU Designated Ports 3 NA181UTDIUS Forwarding &I
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S A 3
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Root Bridge
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VHABUN 2 ¥i1 root port

A A

11 Port Nanganauna1lds Root Bridge 198 Switch tifaz# 323 Root

q

Port 181 1 Port 1w1u
A 1
1A9NV1NAT Path Cost
Y 1 1 W < = ~ .
9171 Path Cost tN1NU ﬂfﬂgllldﬁ'ﬂlllclﬂﬂllﬂ Brldge 1D

) ) v 1 v a o o A A dA A
21 Bridge ID §9Mnudn NagyinsifFouiieui Port ID (Port ID Nlo F0UdS
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3981401541 root port
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w8 = SW-D . 9
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A3981901511 root port(fo)
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Switch SW-C WUNTADFNULINDIS
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Designated port
sSw-B
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24TT .
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Root Bridge
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SW-D
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Swinz
j Root port
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9
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Port U9 Switch NIYDUNDNU thclﬂ
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fariti3)u Root Port 11)udn 9nfs
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O' |
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Spanning Tree and VLAN EE b |

v Y Yy 9
111999 1NUIATTIUVDY Spanning Tree(802.1D) i lAAIUUNINOU VLAN
Y

AaiUN1591 VLAN 1 Network 920310031 1 Spanning Tree b3 b@
9 = . = X 9 o 1 1

1N VLAN 92043 Spanning Tree 1A87 3981911 VLAN Uy 41849 1
9y

oy uan19n398 1515901391 Filter Y09 Trunk Port 91992411 1%119 VLAN
. 9y

1QAIIN Spanning Tree 16

Cisco "lmwummm Protocol Y8 Spanning Tree ‘V]‘V]ﬂ‘lfiﬁ’”lﬂﬂimJ Spanmng
Tree LLfJﬂﬁTViﬁ‘]JLW]ﬁ“’ VLAN hlﬂ !,Lﬁﬂal%mlﬂﬂﬂ Switch U84 Cisco L‘V]"I‘L!‘L!

1na3g 1 Iviives IEEE fie IEEE 802.1s Fuiluinasgudmsy Multiple
Spanning Tree(MST) wweeu i ivane Spanning Tree &
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Extended System ID *éf

: LEN A ‘TR
et Rt Bl - il - Bl - l

-€ Bridge 1D = 8 Bytes >
Bridge ID Without
the Extended Bridge Priority MAC Address
System ID
-
6 Bytes
= } Bridge ID = 8 Bytes =
Extonded Sysiem 1D | Priorly | SystomID MAC Address
& P - <& 2=
| 4 Bits 12 Bits 48 Bits |
\ ¥
2 Bytes 6 Bytes
%4 %4 d' L% ]
STP lasumsidSuilyunesindemsativayy VLANs Suiunasil VLAN
ID Naz5Inagivlsy BPDU W1un315114904 extended system ID
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e
'R T = 5 B
i et ks el il

Extended System ID

MAC Address-based decision

Bridge 1D
Bridge |0 Prionty = 32768
Prionty = 32762 MAC Address = D00ANO333333

MAC Address = 000AOOZ2ZZ23

Bridge 1D:
Prionty = 32769
Fos | MAG Address = ooann1 11111

172.47.10.21 172.17.10.22 17247.10.23

VY

.Y o W o w a d LY o v
Tuedne maruanudnyvesaINFNNAING 32769 MNUgIUAD 32768 1T umadran

o v A Y A TR A daa g
ANNAINLY LINAU Has VLAN 1 gﬂﬂ'l‘l’iuﬂalﬁ!!ﬂa%ﬁ?ﬂc“ﬂ!ﬂﬂjslli’)\‘] (32768+1)
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Varieties of Spanning Tree Protocols




102101110103
2 - O3 01001001)
PHAVBDI Spanning Tree Protocols 100100161 _.é/‘

STP or IEEE 802.1D-1998

PVSTH

IEEE 802.1D-2004

Rapid Spanning Tree Protocol (RSTP) or IEEE 802.1w

Rapid PVST+

Multiple Spanning Tree Protocol (MSTP) or IEEE 802.1s




Protocol Standard Resources Convergence Tree
Needed Calculation

PVST+
RSTP

Rapid PVST+
MSTP

802.1D
Cisco

802.1w

Cisco

802.1s Cisco

High

Medium

Very high
Medium or high

Slow
Slow
Fast
Fast
Fast

All VLANSs
Per VLAN
All VLANSs
Per VLAN

Per Instance




W3gume 802.1D N 802.1W

B . e e R WL R
Ermedm e B AETE W N AEN RS
e @ & e 8 8 K R II,.!?
el lilihEslaL K
RIZATERIBANIZS )

el el al Bl BB
#d B AESH B RARE S A RN

802.1D State | 802.1w State - Default Port Port in Active | Port Learning MAC
Operational Status Topology? Addresses?
Disabled Discarding Enabled No No
Blocking Discarding Enabled No NO
Listening Discarding Enabled Yes No
Learning Learning Enabled Yes Yes
Forwarding Forwarding Enabled Yes Yes

/



Per VLAN Spanning Tree (PVST)

M3 STP v 199N VLAN aziinms 19au STP tissgamen viln
Traffic ¥99 VLAN 2233/1uAa 19194000 Iutduma ladunianiig
Iae Traffic Nn¢ VLAN %%jﬁﬂﬁjﬂ Root Bridge

o g}J I~ A 1
1591 PVST dwdlumsimuanuainnse ldusas VLAN 1458 STP
C:a' 1 g}J = Ld' 1 Q 1
T uveaniod na1IAD VLAN Huaazlidunuanaanuluuaas
1 9
VLAN 7151 laaaan 13

g9 PVST+ Na 10150119145 I80U STP LU 1aonae




Overview of PVST+

Per VLAN Spanning Tree (PVST)

lumsvi STP ¥ l¥inng VLAN aztims 1 STP tiioagaineon 19 Traffic
Y94 VLAN 2z 39muaoud1aueon ludunidladuniaviis Tao Traffic 909
VLAN %Vjﬂﬂ &9 Root Bridge

o S < A 1 2
N19N1 PVST uulﬂuﬂ']ﬁLWNﬂ’J']NﬁﬁJ'ﬁﬂifﬂllﬁagﬁ VLAN Glﬁ}ﬁ STP L‘]JUGU@\TWHL@\‘]
A S A Y A N o ' ~ Yy 1oy
NAa13A® VLAN CL!L!C]%gﬂlﬁuﬂllﬁﬂ@']\iﬂuiuuﬁﬁg VLAN ‘1/]!)3']1@]@]\1?”11’3

PVST+ g5 0M 191U INAY STP Ui laonaie




Overview of PVST+

Root for VLAN 20 Root for VLAN 10

BOZ.10 Trunk

Forwarding Port for VLAN 20
Blocking Port for VLAN 10

Forwarding Port for VLAN 10
Blocking Port for VLAN 20

VLAN 10 = = o o o

II|'rL||"'|.N Eﬂ IEEE RN EREREDER NN ]

e T




Overview of Rapid PVST+

Root Port (F) I

\

Fii4

What is RSTP?

| Designated Port (F)

Y

Fiid

Root Brdgeo

O/

A

| Designated Port (F) I

| Root Part (F) I

e T
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Rt R &l llll-i |

Port States and PVST+ Operation

STP introduces the five port states:
Port States

Blocking Disablod

Processes received | YES

BPDLUs=

Forward data g [ g [ g [ YES M
frames recened on

interface

Forward data 0 [ o [ o [ YES o [

frames switched

from ancther
inte rface

Learn MAC [ 0 [ YES YES o [
addresses

e TR



R LT L N T
L] 5 B

Extended System ID and PVST+ Operation *é/

4 8
e e e e e e e e e =

A . ! 1 1 1 a L ~ !
Tuannuadeui PVST+ extended switch ID 1o 14t 1o uaazaIngs BID 1 b

F1NU IULAAY VLAN

gNAIBE1UFY VLAN 2 a1 BID Guduazidlu 32770 Srauanudinandy 32768

()

9
3IUNY extended system ID UDJ 2

€ Bridge ID = 8 Bytes =i
Bridge 1D Without the ik
Extended System ID Bridge Priority MAC Address
6 Bytes
< 'Bridge ID = 8 ByteS e
Bridge |D with Extended Bridge Extended
System ID Priority System ID MAC Address
3 < >
4 Bits 12 Bits 48 Bits
2 Bytes 6 Bytes
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Overview of Rapid PVST+

Rapid PVST i58n9n¥0731 IEEE802.1W

:':'l o 9 U~ g ~ | Y o .
WONINIT Enable Llﬂﬁfﬂgllﬂw&%@i@nﬂc]mEJC]JWHﬂ‘]Jﬂ"I'ﬁT]"I Port Fast , Upllnk Fast,
Backbone Fast JUNUN

Y 1
Tag s Tanoativz 19auiies 6 A lunsdnganiug Forwarding State 1Ho

FUNEnNAA Down a4 b




IEEE802.1W - Rapid STP

: [o) o' 1 1 Q lo)
1319911713 Enable 113292 1ol a19 Mg 1nUA1T9 Port Fast
Uplink Fast , Backbone Fast Tunun

Y
Tds Taneatiagldnanies 6 Jurilumsingaoiug Forwarding
State 1WBOIFUNNHANNA Down a4 1

719917017 11 1a8 Spanning Tree Protocol #1955 1ULAN Ao IEEE
9
802.1d 19192111415 Recovery 1dun1adrsesvuin ldaunalseuna

30-40 U WAV UNNHANVATO




RSTP BPDU

ITER N ETL] - 'K K|

Flag Field
(FieldBit ______| Bit

RSTP Version 2 BPDU Topology Change | 0

Length Port Role 2-3
Protocol ID=0x0000 2 PR
Protocol Version ID=0x02 1 Backup Port
BPDU Type=0X02 1 Root Port 10

Designated Port = 11

Hlags 1 Learning 4
Root ID 8 :
Root Path Cost 4 Comvarding 2
Bridge ID 8 Agreement 6
Port ID 2 Aknoutedoniet |
Message Age 2 :
Max Age 2
Hello Time 2
Forward Delay 2

e TR
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MSTP 131 open standard NWAUIADITIDIU191A RSTP M1AUAZ T
A1 PVST)

Yy 9 . Y 1 122 Y
E]‘Lgingi‘Viﬁ’iN spanning tree llﬂ‘ﬁmﬂ tree LlﬁhliJﬂQGIJ‘LJWQG]’E]Q | tree
a9 1 VLAN

a 1 1 1 = 9
Iﬂfﬂ/\lEDWﬁﬂHﬂ’E]H’NGluﬁgU‘UHTD%?J tree LLUUWWH‘UN%Q%%LWNT%’G’N
Y S o 1 Y ~ Y
HAZATOUAQY UAINTAI VLAN liutieinna59z 1% topology 104
tree E%Juhl‘lfiu

A5 map VLAN a1 udni tree MMIZaNA Uiy (Cisco NI
proprietary protocol N%9731 MISTP (Multiple Instance STP)

paaaa |



Spanning Tree Configuration




Catalyst 2960 Default Configuration

Feature | Default Setting

Enable state Enabled on VLAN 1

Spanning-tree mode PVST+
(Rapid PVST+ and MSTP are disabled.)

Switch priority 32768

Spanning-tree port priority 128

(configurable on a per-interface basis)

Spanning-tree port cost 1000 Mb/s: 4

(configurable on a per-interface basis) 100 Mb/s: 19
10 Mb/s: 100

Spanning-tree VLAN port priority 128

(configurable on a per-VLAN basis)

Spanning-tree VLAN port cost 1000 Mb/s: 4

(configurable on a per-VLAN basis) 100 Mb/s: 19
10 Mb/s: 100

Spanning-tree timers Hello time: 2 seconds
Forward-delay time: 15 seconds
Maximum-aging time: 20 seconds
Transmit hold count: 6 BPDUs

R —




Configuring and Verifying the Bridge 1D

Method 1

g2l (config) $ epanning-trese VILAN 1 root primary
zllconfig)$ end

Trunk?2

Method 2

53 (config)$ spanning-tree VLAN 1 priority 24576
23 (config)$ end

Method 1

52 [config)# spanning-tree VLAN 1 root secondary
s8Z (config) $ end




Configuring and Verifying the Bridge 1D

VLANOOOL

Root ID

Bridge ID

Interface
Fad/1
Fad/2

53¢

S3# show spanning-tree

Prigority
tddress

Spanning tree enabled protocol ileee

24577
Q0A.DO033.3333

This bridge is the root
Hello Time

Priority
Address

Hello Time

Aging Ti

me

Sts

FWD
FWD

2 sec Max Age 20 sec Forward Delay 15 sec
24577 (priority 24576 sys—-id-ext 1)
000A.0033.3333

2 sec Max Age 20 sec Forward Delay 15 sec
300

Cost Pric.Nbr Type
4 128.1 o2p
4 128.2 p2p




PortFast and BPDU Guard

A d a da o Y
TN IAAINTNNITINMHUAA

d o a (A
PortFast Wosauunlaguaaiuzain
< (V) Y Y V) =
msudenlddeaoiuzmsaenenun
o d
"BPDU Guard 3z Ivinesaluaoius

PortFast and BPDU |

Yamslyaunaveranain 91pmMs Guard

SUvY93 BPDU

iEEtconfig]# interface FastEthernet 0/11
52 (config-if) # spanning-tres portfast
fEWarning: portfast shcould only be snabled cn ports connected to
{a =zingle hest. Connecting hubs, concentrators, switches,
tbridges, etc... to this interface when portfast is enabled,
can cause temporary bridging loops.

Use with CAUTION 172.17.10.21 172.17.10.22

%Portfast has been configured on FastEthernet0/11 but will only
hawe sffect when the interface is in a non-trunking mode.

52 (config-if)# spanning-tree bpduguard enable

152 (config-if)# end

172.17.10.23

e, em—
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< Jd v . (q Y Y 1q Y . o A
Root Guard (I uNIAFUUD9 Switch N1 5110904 1319 Switch $9u1
I~ . v a A & Yy v 9
1111 Root Bridge Lmummwmm%agum

a ~ 9 I~ o ng 1 . 9}£d'
Taglnaluszuuins 1¥au 151792%191589A1 Root Bridge 1IN
Core Switch 11 1¥inAn151a9n STP MHILTY

' Y : Yt 1 : . ., o 1
UAD1N Access Switch 9N config I Bridge Priority $10731 Root
. o 9y . v o <3 .
Bridge 29I Access Switch @31 UNA1811) 1 Root Bridge 14

ansatleanu lanie conﬁg Bridge Priority "UEN Root Bridge 13w
3Jﬂ'l 0 g ‘V]ﬂ‘i"i Switch muunm Bridge ID @]Tﬁ'ﬂ!,!,ﬂ msu@mm
7)1 Root Bridge 111101

Switch(config)#spanning-tree vian I priority ()

| e—



_-- - C
TOI0010010107 /
|

1Y . @ . .. S A v
AD13 Switch A2 g config Bridge Priority 111 0 o uUNu

: { o v q Y ~
AINNGNIILA0N Root Bridge 149 Priority 11101 14 11/a#l MAC
9 1
Address 18 1A30140A Switch A2 113TNAN MAC Address 1131 Root
, v a d 2 , v A o & D,
Bridge A7iA ANaetl 1 Root Bridge NUMN A4UUAIS 1% Root Guard

CRERG Rl

Root Guard 9% enable UJU designated port wotloany 1ulw designated

I~
port NA8LT/U root port 138 block port

o port 71 enable Root Guard 1851 Superior BPDU (BPDU 131

. o 19 & Y 1 . :
BridgeID 11177) (U141 port UUILLUIE root-inconsistent (blocked) state.

| e—
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Root Bridge

New Root
Bridge

T

° 1A . SO . ° '
®* Qwitch A ﬁ']u Root Bridge uazﬁ uAtd® Switch D UA1 Bridge ID 10N

o A Tuszuv 2114 Switch D naenili
mimamﬂﬂﬂmuntﬂaﬁum STP

New Root Bridge Nuh

e TR



113 enable Root Guard SERELPRLERLEE

SERiERE Y

0 9 . A A 1 .
AHMUA IIUY port YD Switch C MyouA® 11111 Switch D

SwitchC(config)#interface fa0/3

SwitchC(config-if)#spanning-tree guard root

' ' : . o 1 Y ,
ielan Switch D U Bridge ID 113114520V 11a3&4 Superior BPDU
Y . 0 g}J v A =
pon 119 Switch C 91115 block port HUNUN 183 message
9
LEAVUN

%SPANTREE-2-ROOTGUARD BLOCK: Root guard blocking port
FastEthernet0/3 on VLANOOO].

% SPANTREE-2-ROOTGUARDBLOCK: Port 0/3 tried to become non-

designated in VLAN 1. Moved to root-inconsistent state

Y 1 . . o
g port LLUTE root-inconsistent (blocked) state NUN




ELIE NN EEN S

PVST+ Load Balancing it

Configure PVST+ Configure PVST+

i E3{config) # spanning-tree vlan 20 root primary

Primary root bridg_e for VLAN 20 Primary root bridge for VLAN 10 This command forces 53 to be the primary root for VLAN 20.
Secondary root bridge for VLAN 10 Secondary root bridge for VLAN 20

| 83{config) ¥ epanning-tree vlan 10 root secondary

Thiz command forces 53 to be the secondary root for WLAN 10.

; El{config)$# spanning-tree wlan 10 roct primary

B02.1Q Trunk This command forces 51 to be the primary roat for VLAN 10.

WLAMN 2 sesssasansanan

i El{config) # spanning-tree vlan 20 root secondary

This command forces 51 to be the secondary root for VLAN 20
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Configure PVST+

Ellconfig) ¥ spanning-tree wlan 20 priority 4096

This command seats the priority for 53 to be the lowest possible, making it most likely
that 53 will be the primary root for VLAN 20,

Ellconfig)# spanning-tree wlan 10 priority 4096

This command sets the priority for 51 to be the lowest possible, making it most likely
that 51 will be the primary root for VLAN 10.

e TR
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mi@uagmaﬁmammaz@ﬂﬂ spanning tree configuration

Configure PVST+

| 53¥ show spanning-tree actiwe

=output omitted=

| VLANOOLD
Spanning tres enabled protocol ises
rRoot 1D Friority 41086

Addreas d018 . aa%e. 0000

Thiz bridge iz the root

Hello Time 2 sec Max Rge 20 s3sc Forwazd Delay 15 zec
Bridge ID  PEricrity 41068 {priority 40%F sys-—id-sxt 10)

Addressa a019 aafe. bood

Hello Time 2 sec Max Rge 20 sec Forward Delay 15 zeo

Aging Time 300

Interface Eole aks cost Pric.Hbr TVpe
| Fan/s2 Desg FWD 149 128.2 oip
| Falh 4 Desg FWD 14 128 .4 oip

<output omitted=
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Configure PVST+

214 show running-config
Building configuration...

Current configuration : 15395 bytes
'

vergion 12.2

<output omitted=

!

spanning-tres mode pwat
spanning-tree extend system—id
apanning-tree vlan 1 priority 24576
apanning-tree vlian 10 priority 40896
apanning-tree wvlan 20 priority 28672

=output omitted=

e, em—



Spanning Tree Mode
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51% configure terminal

i (config)# epanning-tree mode rapid-pvst

al (config)# interface £O/2

liconfig-if)# spanming-tree link-type point-to-point
sliconfig-if) # end

5l%¥ clear spanning-tree detected-protocola

Cisco I0S Command Syntax

Enter global configuration mode. = configure terminal

Configure Rapid PVST+ spanning-tree mode rapid-pvst
spanning-tree mode.

Enter interface configuration interface interface-id
mode and specify an interface

to configure. Valid interfaces

include physical ports, VLANSs,

and port channels.

Specify that the link type for this | spanning-tree link-type

port is point-to-point. point-to-point
Return to privileged EXEC end

mode.

Clear all detected STP. clear spanning-tree

detected-protocols

e, em—
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Analyze STP

|show cdp neighbors b

Discover Layer 2
topology.

l Use STP knowledge. b

Prepare expected
Layer 2 path.

|show spanning-tree wvlan h

Verify root bridge.

|show spanning-tree wvlan b

Confirm Layer 2
path.
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Verify Actual Topology Matches Expected Topology

Root Bridge

WVLAN 100
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Root Bridge

VLAMN 100

S1# show spanning-tree vlan 100

VLAN0O100
Spanning tree enabled protocol rstp
Root ID Priority 28772
Address 0000.0c9£.3127
Cost 2 e
Port 88 (TenGigabit3/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 =ec
Bridge ID Priority 28772 (priority 2B672 sys—id-ext 100)

Address 0000.0cakb.3724

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300

Interface Fole 3ts Cost Pric.Nbr Type
Gi3/1 Desg FWD 4 12872 P2p
Gi3/2 Desg FWD 4 128.80 B2p

Ted/1 Root FWD 2 128,88 P2p




wawmummmmmaumm‘lu Spanning-Tree ._,_:;:.:':."*:_':..-,é

e e e e e e e e e =

/

" wlsula q fignasesnlinnweinlasadIndidng

Y T, < A Vo= d
| STP 328N89819HUHHINIONINNINHUINDIN
Y 1 d v L .
AN UNIUAIND (forwarding state.)

U

VLAN 100

Root
Bridge




N B B B . B
" AETE S R RN RN
A Re 8 & A &8 K 58

T LT L

msun Uiyl Spanning Tree EERRE

an &

~ ) 5, ] Y A A O,
’J‘ﬁ‘l’ilN‘V]fﬂgllfa]lllellﬂ’NﬂJﬂﬂJL‘Ifiﬂ’JGUEN@]‘L!UlﬂJT]’E)WII"IZJﬂ’E] ﬂ"lia‘iJL"]fﬁliJTEN“])’"l“b’E]uGlu

1 " s 1 1 o 1 1
Lﬂ%@ﬂl']ﬂﬁ’)ﬂ“ﬂﬁ}’mﬁulﬂﬂ Ulll’ﬂfﬂg‘ﬂﬁﬂTEJﬂ"IW‘Vi%@NTHﬂTﬁﬂTHH@ﬂT fﬂuﬂ’ﬂgﬂ

9

<% Y] 9 A 1
ﬂﬂﬁhﬂ%%gﬂ@]ﬂﬁ]ﬂﬂqﬂfmﬂiﬂﬂﬁiNLﬂ'ﬁﬁ]ﬂﬂﬂ

Coa 2 : y

nounazuymsyouTosddou Idasrndounazud luauavesnnuauman
Y 9 9

YoIR U lineav1u

A 1 9 v v A Y 1 1 9y Y
ATIVADULATDVIYAIYAITUISUATE N LW@Glﬁlluclﬂ’ﬂhlﬂllﬁmlellﬂﬂgﬂulﬂj




	โพรโทคอลต้นไม้แบบทอดข้าม Spanning Tree Protocol
	วัตถุประสงค์การเรียนรู้
	ปัญหาการซ้ำซ้อนใน OSI Layers 1 และ 2
	Redundant switched topologies
	Broadcast Storm
	ตัวอย่าง Broadcast Storm 
	Multiple frame transmissions
	Multiple frame transmissions
	Media access control database instability
	Layer 2 Loops - Flooded unicast frames
	โพรโทคอลต้นไม้แบบทอดข้าม(Spanning tree Protocol :STP)
	ศัพท์ที่เกี่ยวข้องกับ STP
	ตัวอย่างการหา root port(ต่อ)
	Overview of Rapid PVST+
	Slide Number 75 
	

