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Making Networks Work

Standards and Standards Bodies
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Learning Objectives

 สามารถบอกร่างมาตรฐานที�สาํคญัได้

 สามารถอภิปรายเกี�ยวกบักระบวนการของมาตรฐานได้

 บอกไดว้า่หน่วยงานใดทาํการตดัสินใจในการสร้างมาตรฐานได้
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Learning Objectives

 เขา้ใจและอธิบายรูปแบบการอา้งอิง OSI

 เขา้ใจและอธิบายมาตรฐาน IEEE 802 เครือข่ายรูปแบบและมาตรฐานที�
เกี�ยวขอ้ง

 อธิบายชั�นรูปแบบการอา้งอิง OSI และความสัมพนัธ์กบัเครือข่าย
ฮาร์ดแวร์และซอฟตแ์วร์ฮาร์ดแวร์และซอฟตแ์วร์
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Standards Bodies

 ANSI

 CCITT

 EIA/TIA

 IAB/IETF



 ISO

 OMG

 TOG

W3CIAB/IETF

 IEEE

W3C
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ANSI

 American National Standards Institute

 เผยแพร่มาตรฐานภาษาคอมพิวเตอร์วธีิการสื�อสารและเทคโนโลยเีครือข่าย

 มาตรฐานที�สาํคญัอื�น ๆ รวมถึงเครือข่าย:
• X3.135 SQL Methods

• X3.92 Encryption

• SONET• SONET
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CCITT

 คณะกรรมการที�ปรึกษาดา้นโทรศพัทแ์ละโทรเลขระหว่างชาติ 
(International Telephone and Telegraph Consultative Committee)

 องคก์รมาตรฐานระหวา่งประเทศ

 จดัทาํมาตรฐานหลกัดา้นการสื�อสาร

• X.25 Data Network, V.27 Fax, V.90 Modems• X.25 Data Network, V.27 Fax, V.90 Modems

• X.400 Message Handling, X.500 Directory Services

 หน่วยงานที�ดูแล CCITT คือ International Telecommunications Union 
(ITU) ไดเ้ปลี�ยนชื�อ CCITT เป็น ITU-T แลว้
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IAB

 Internet Architecture Board

 ควบคุมระบบอินเทอร์เน็ตและรวมถึงกลุ่มอื�นๆ ที�สาํคญั

• IETF – Requests for Comments

• InterNIC – Domain Registration Services

• IANA – IP Address Space• IANA – IP Address Space
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IEEE

 Institute of Electrical and Electronics Engineers

 กาํหนดมาตรฐานดา้นเครือข่ายทางกายภาพและตรรกภาพจาํนวนมาก
• Ethernet, Token, Ring

• ใยแกว้นาํแสงและไร้สาย

• Metropolitan 


• Metropolitan 

 ร่วมกบั ANSI และ ISO
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ISO

 International Organization for Standardization

 มีการส่งตวัแทนของหลายประเทศเขา้ร่วมเป็นคณะกรรมการ - โดยร่าง
มาตรฐานของตวัเอง

• U.S. – ANSI

• U.K. – British Standards Institute• U.K. – British Standards Institute
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OMG

 Object Management Group

 สร้างองคก์รจากภาคอุตสาหกรรมและภาคการศึกษา

 หนา้ที�หลกัเกี�ยวกบัการกาํหนดมาตรฐานการเขียนโปรแกรมภาษาที�
รองรับแอพพลิเคชนัไคลเอนตเ์ซิร์ฟเวอร์

 OMA & CORBA OMA & CORBA
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TOG

 The Open Group

 ส่งเสริมขอ้กาํหนดซอฟแวร์ระบบเปิด

 SQL, DCE, DME, X-Windows, NFS, CDE
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W3C

World Wide Web Consortium

 มาตรฐาน Web programming 

• HTML, XML, HTTP, etc.
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IETF

 อินเทอร์เน็ต Engineering Task Force (IETF) เป็นประชาคมเปิดระหวา่งประเทศขนาดใหญ่ ของ
นกัออกแบบเครือข่ายผูป้ระกอบการ ผูข้ายและนกัวจิยั ที�เกี�ยวขอ้งกบัววิฒันาการของ
สถาปัตยกรรมอินเทอร์เน็ตและการดูแลระบบอินเทอร์เน็ต เปิดใหบุ้คคลที�สนใจเขา้ร่วมได้

 งานทางเทคนิคที�เกิดขึ�นจริงของ IETF จะทาํในคณะทาํงาน ซึ�งมีการจดัตามหวัขอ้ลงในหลาย
พื�นที� (เช่น routing, transport, security, etc.) การทาํงานส่วนมากการดาํเนินการผา่นทาง mailing 
lists  IETF มีการประชุมสามครั� งต่อปี

 www.ietf.org
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IETF

 การพฒันามาตรฐานในกลุ่ม โดยมีการส่งคาํร้องขอเริ�มตน้เพื�อใหแ้สดง
ความคิดเห็นที�นาํเสนอสาํหรับการอภิปราย

 ปัจจุบนั( ปี 2015) มีดชันีของ RFC  7639 

 รายการ RFC # 1 ลงวนัที� 7 เมษายน 1969
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OSI and 802 Networking Models

 OSI

• เสนอโดย International Standards Organization (ISO)
• ใชก้นัอยา่งแพร่หลาย

• อุปกรณ์เครือข่ายคาํศพัทที์�สาํคญั

 IEEE 802
• ชุดมาตรฐานที�มีบทบาทสาํคญัของมาตรฐานเครือข่าย
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• ชุดมาตรฐานที�มีบทบาทสาํคญัของมาตรฐานเครือข่าย

• ครอบคลุมทุกประเภทของเครือข่าย

• เป็นมาตรฐานแบบปลายเปิด; ช่วยใหก้ารเพิ�มของชนิดใหม่ๆ ของเครือข่าย



Role of a Reference Model

 ช่วยในเรื�องกาํหนดกรอบของการอา้งอิง 

 โดยแบ่งเครือข่ายออกเป็นชุดของการเชื�อมต่อระหวา่งกนั แต่ไม่
ต่อเนื�องกนั ในพื�นที�เฉพาะ
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Protocol Stacks

 ใหซ้อฟตแ์วร์ที�ทาํใหค้อมพิวเตอร์ในการสื�อสารขา้มเครือข่าย

 โปรโตคอล + ไดรเวอร์  = การเขา้ถึงเครือข่าย
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Most Common Protocol Stacks

 Transmission Control Protocol/Internet Protocol (TCP/IP)

 Internetwork Packet eXchange/Sequenced Packet eXchange (IPX/SPX)

 NetBIOS Enhanced User Interface (NetBEUI)

 AppleTalk

 Systems Network Architecture (SNA)
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OSI Reference Model

 แบ่งเครือข่ายการสื�อสารเป็นชุดของงานและกิจกรรม (layers) ที�เชื�อมต่อ
กนั

 สร้างวิธีการที�จะแกปั้ญหาใหญ่ๆ โดยการแบ่งปัญหาไปเป็นชุดของ
ปัญหาขนาดเลก็ ที�มีวิธีการแกปั้ญหาของแต่ละปัญหา
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OSI Reference Model Structure

 แต่ละชั�นมีการกาํหนดชุดหนา้ที�ของตวัเอง

 ชั�นสื�อสารและมีปฏิสัมพนัธ์กบัชั�นบนและดา้นล่าง
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Introduction to TCP/IPIntroduction to TCP/IP

Host

Internet

TCP/IP

Host

21

Early protocol suite

Universal

TCP/IP



OSI Model OverviewOSI Model Overview

Application 
(Upper) Presentation

Application
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Layers Session



OSI Model OverviewOSI Model Overview

Application 
(Upper) 
Layers Session

Presentation

Application
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Data Flow 
Layers

Transport Layer

Data Link 

Network Layer

Physical

Layers Session



Role of Application LayersRole of Application Layers

Telnet
FTP

User Interface
EXAMPLESApplication

Application
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FTP



User Interface

Role of Application LayersRole of Application Layers

Telnet
FTP

• How data is presented

EXAMPLES

Application

25

ASCII
EBCDIC
JPEG

• How data is presented
• Special processing such 
as encryption

Presentation



Role of Application LayersRole of Application Layers

Telnet
FTP

ASCII
EBCDIC

User Interface

•How data is presented
•Special processing 

EXAMPLES

Presentation

Application
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EBCDIC
JPEG

Keeping different 
applications’ 
data separate

•Special processing 
such as encryption

Operating System/
Application Access 
Scheduling

Session

Presentation



Role of Application LayersRole of Application Layers

User Interface

•How data is presented
•Special processing 

Telnet
FTP

ASCII
EBCDIC

EXAMPLES

Presentation

Application
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Keeping different 
applications’ 
data separate

•Special processing 
such as encryption

EBCDIC
JPEG

Operating System/
Application Access 
Scheduling

Transport Layer

Data Link 

Network Layer

Physical

Session

Presentation



Role of Data Flow LayersRole of Data Flow Layers

EXAMPLES

28

EIA/TIA-232
V.35

Physical 

• Move bits between devices
• Specifies voltage, wire speed and 

pin-out cables



Role of Data Flow LayersRole of Data Flow Layers

EXAMPLES

29

802.3 / 802.2
HDLC

EIA/TIA-232
V.35

Data Link

Physical 

• Combines bits into bytes and 
bytes into frames

• Access to media using MAC address
• Error detection not correction

• Move bits between devices
• Specifies voltage, wire speed and 

pin-out cables



Role of Data Flow LayersRole of Data Flow Layers

EXAMPLES

30

802.3 / 802.2
HDLC

EIA/TIA-232
V.35

IP
IPX

Network 

Data Link

Physical 

• Combines bits into bytes and 
bytes into frames

• Access to media using MAC address
• Error detection not correction

• Move bits between devices
• Specifies voltage, wire speed and 

pin-out cables

Provide logical addressing which 
routers use for path determination



Role of Data Flow LayersRole of Data Flow Layers

TCP
UDP
SPX

EXAMPLES

Transport 
• Reliable or unreliable delivery
• Error correction before retransmit
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802.3 / 802.2
HDLC

EIA/TIA-232
V.35

IP
IPX

Data Link

Physical 

• Combines bits into bytes and 
bytes into frames

• Access to media using MAC address
• Error detection not correction

• Move bits between devices
• Specifies voltage, wire speed and 

pin-out cables

Network 
Provide logical addressing which 
routers use for path determination



Role of Data Flow LayersRole of Data Flow Layers

Presentation

Application

Session

• Reliable or unreliable delivery
• Error correction before retransmitTransport 

TCP
UDP
SPX

EXAMPLES
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• Combines bits into bytes and 
bytes into frames

• Access to media using MAC address
• Error detection not correction

• Move bits between devices
• Specifies voltage, wire speed and 

pin-out cables

Data Link

Physical 

Network 
Provide logical addressing which 
routers use for path determination

802.3 / 802.2
HDLC

EIA/TIA-232
V.35

IP
IPX



Encapsulating DataEncapsulating Data

Transport 

Upper Layer Data

Upper Layer DataTCP Header

Presentation

Application

Session

Segment

PDU
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Data Link

Physical 

Network 
DataIP Header

DataLLC Header

0101110101001000010

DataMAC Header

Packet

Bits

Frame

FCS

FCS



De-encapsulating Data

Upper Layer Data

Upper Layer Data

Transport 

Presentation

Application

Session

34

LLC Hdr + IP + TCP + Upper Layer Data

IP + TCP + Upper Layer Data

TCP+ Upper Layer Data

0101110101001000010

Data Link

Physical 

Network 



Written Exercise: OSI Model 

Application

Presentation

Session

OSI Model PDU Functional Responsibilities Examples
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Session

Transport

Network

Data Link

Physical



Physical  Layer Functions

Defines

• Media type 

36

• Media type 

• Connector type 

• Signaling type

8
0
2
.3

P
h

y
s
ic

a
l



Physical Layer: Ethernet/802.3Physical Layer: Ethernet/802.3

10Base2—Thin Ethernet
10Base5—Thick Ethernet
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Hub

Hosts

Host

10Base5—Thick Ethernet

10BaseT—Twisted Pair



Hubs Operate at Physical layer

Physical 

38

A B C D

• All devices in the same collision domain

• All devices in the same broadcast domain

• Devices share the same bandwidth



Hubs: One Collision DomainHubs: One Collision Domain

• More end stations means 
more collisions

39

• CSMA/CD is used



Data Link layer Functions

 Defines

•Physical source and 
destination addresses

•Higher layer protocol 
(Service Access Point)
associated with frame 

D
a
ta

 L
in

k

802.2

associated with frame 

•Network topology 

•Frame sequencing

•Flow control

•Connection-oriented 
or connectionless
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D
a
ta

 L
in

k
P

h
y
s
ic

a
l

EIA/TIA-232
v.35

802.3



Data Link Layer Functions (cont.)

DataSource add FCSLengthDest add

Variable266 4

MAC Layer - 802.3

Preamble

8# Bytes

41

0000.0C          xx.xxxx

Vendor 
assigned

IEEE assigned

Ethernet II 
uses “Type” 
here and 
does not use 
802.2.

MAC Address



Data Link

Switches and Bridges Operate at Data Link LayerSwitches and Bridges Operate at Data Link Layer

42

• Each segment has its own collision domain

• All segments are in the same broadcast domain

OR1 2 3 1 24



SwitchesSwitches

Memory

Switch

43

• Each segment has its 
own collision domain

• Broadcasts are 
forwarded to all 
segments

Memory



Network Layer Functions

 Defines logical source and 
destination addresses 
associated with a specific 
protocol

 Defines paths through network

N
e
tw

o
rk

IP, IPX

 Defines paths through network

 Interconnects multiple data 
links

44

D
a
ta

 L
in

k
P

h
y
s

ic
a
l

EIA/TIA-232
v.35

802.2

802.3



Network Layer Functions (cont.)

Data
Source
address

Destination 
address

IP Header

Network Layer End Station Packet

45

172.15.1.1

NodeNetwork

Logical 
Address



Network Layer Functions (cont.)Network Layer Functions (cont.)

Binary

172.16.122.204 255.255.0.0

172 16 122 204

Address Mask

46

11111111 11111111 00000000 00000000

10101100 00010000 01111010 11001100

Binary
Mask

Binary
Address

255 255 0 0

Network Host



Network Layer Functions (cont.)

1.0 4.0

1.3

E0

4.3

S0

2.2

E0

2.1

S0

4.1

4.2

1.1

1.2

47

Routing Table

NET INT Metric

1
2
4

S0
S0
E0

1
0
0

Routing Table

NET INT Metric

1
2
4

E0
S0
S0

0
0
1

• Logical addressing allows for hierarchical network
• Configuration required
• Uses configured information to identify paths to networks



Routers:  Operate at the Network LayerRouters:  Operate at the Network Layer

Broadcast control

Multicast control

Optimal path determination

Traffic management

48

Traffic management

Logical addressing

Connects to WAN  services



Using Routers to Provide Remote AccessUsing Routers to Provide Remote Access

Telecommuter

Modem or ISDN TA

Mobile User

49

Internet

Branch Office

Main Office



Transport Layer Functions

 Distinguishes between 
upper layer applications

 Establishes end-to-end 
connectivity between 

T
ra

n
s
p

o
rt

SPXTCP UDP

50

connectivity between 
applications

 Defines flow control 

 Provides reliable or 
unreliable services for 
data transfer

N
e
tw

o
rk

IPXIP
T

ra
n

s
p

o
rt

SPXTCP UDP



Reliable Transport Layer Functions

Synchronize
Sender Receiver

51

Acknowledge, Synchronize

Acknowledge

Data Transfer

(Send Segments)

Connection EstablishedConnection Established



Network Device Domains

Hub Bridge Switch Router

52

Collision Domains:

1                     4                         4                             4 

Broadcast Domains:

1                     1                         1                             4 



TCP/IP Protocol StackTCP/IP Protocol Stack

7

6 5

Application

Presentation

Session
Application

53

5

4

3

2

4

3

2

Session

Transport

Network

Data Link

Physical1

Application

Transport

Internet

Data Link

Physical

1



Application Layer OverviewApplication Layer Overview

Application

File Transfer
- TFTP *
- FTP *
- NFS

E-Mail
- SMTP

54

*Used by the router

Transport

Internet

Data Link

Physical

- SMTP
Remote Login

- Telnet *
- rlogin *

Network Management
- SNMP *

Name Management
- DNS*



Transport Layer OverviewTransport Layer Overview

Transmission Control
Protocol (TCP)

User Datagram 

Application

Transport

Connection-
Oriented

Connectionless

55

User Datagram 
Protocol (UDP)

Internet

Data Link

Physical

Connectionless



TCP Segment FormatTCP Segment Format

Source port (16) Destination port (16)

Sequence number (32)

Acknowledgement number (32) 20
Bytes

Bit 0 Bit 15 Bit 16 Bit 31

56

Header
length (4) Reserved (6) Code bits (6) Window (16)

Checksum (16) Urgent (16)

Options (0 or 32 if any)

Data (varies)



Port NumbersPort Numbers

F
T
P

T
E
L
N
E

D
N
S

S
N
M
P

T
F
T
P

S
M
T
P

Application
Layer

R
I
P

57

TCP

Port 
NumbersTransport

Layer

N
E
T

PPP

UDP

21 23 25 53 69 161161 520520



TCP Port NumbersTCP Port Numbers

Source
Port

Dest.
Port

…

Host A Host Z
Telnet Z

58

Host A

1028 23 …

SP DP

Host Z

Dest. port = 23.

Send packet to my 

Telnet 

application.



TCP Three Way Handshake/Open ConnectionTCP Three Way Handshake/Open Connection

Send SYN 
(seq=100 ctl=SYN)

SYN received

Host A Host B

1

59



TCP Three Way Handshake/Open ConnectionTCP Three Way Handshake/Open Connection

Send SYN 
(seq=100 ctl=SYN)

SYN received

Host A Host B

1

60

Send SYN, ACK 
(seq=300 ack=101 ctl=syn,ack)SYN received

2



TCP Three Way Handshake/Open ConnectionTCP Three Way Handshake/Open Connection

Send SYN 
(seq=100 ctl=SYN)

SYN received

Host A Host B

1

61

Send SYN, ACK 
(seq=300 ack=101 ctl=syn,ack)

Established
(seq=101 ack=301 ctl=ack)

2

3

SYN received



TCP Sequence and Acknowledgment NumbersTCP Sequence and Acknowledgment Numbers

Source
Port

Dest.
Port

…Sequence
#

Acknowledgement
#

I just
sent #10.

62

Source Dest. Seq. Ack.

1028 23 10 1

sent #10.



TCP Sequence and Acknowledgment Numbers

I just got #10,

Port
Source

Port Port
Dest.
Port

…
#

Sequence
# #

Acknowledgement
#

I just
sent #10.

63

I just got #10,
now I need #11.

10281028 2323
Source Dest.

10101010
Seq.

11
Ack.

102810282323
Source Dest.

11111111
Seq.

11
Ack.

sent #10.



TCP Sequence and Acknowledgment NumbersTCP Sequence and Acknowledgment Numbers

Source
Port

Source
Port

Dest.
Port
Dest.
Port

…
Sequence

#
Sequence

# #
Acknowledgement

#

I just got #10,

I just
sent #11.

64

10281028 2323

Source Dest.

11111111

Seq.

22

Ack.

10281028 2323
Source Dest.

10101010
Seq.

11
Ack.

102810282323
Source Dest.

11111111
Seq.

11
Ack.

I just got #10,
now I need #11.

sent #11.



TCP Sequence and Acknowledgment NumbersTCP Sequence and Acknowledgment Numbers

Source
Port

Source
Port

Dest.
Port
Dest.
Port

…
Sequence

#
Sequence

# #
Acknowledgement

#

I just got #11,
now I need #12.

I just
sent #11.
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10281028 2323

Source Dest.

11111111

Seq.

101101

Ack.

10281028 2323
Source Dest.

10101010
Seq.

100100
Ack.

102810282323
Source Dest.

11111111
Seq.
100100

Ack.

102810282323
Source Dest.

12121212
Seq.
101101

Ack.

now I need #12.



UDP Segment FormatUDP Segment Format

Source port (16) Destination port (16)

Length (16)

1Bit 0 Bit 15 Bit 16 Bit 31

Checksum (16)

8
Bytes

66

No sequence or acknowledgment fields

Data (if any)



Internet Layer OverviewInternet Layer Overview

Internet Protocol (IP)

Internet Control Message
Protocol (ICMP)

Application

Transport

67

OSI network layer corresponds to the 
TCP/IP internet layer

Protocol (ICMP)

Address Resolution
Protocol (ARP)

Reverse Address
Resolution Protocol (RARP)

Transport

Internet

Data Link

Physical



IP DatagramIP Datagram

Version
(4)

1Bit 0 Bit 15 Bit 16 Bit 31

Header
Length (4)

Priority  & Type
of Service (8)

Total Length (16)

Identification (16)
Flags

(3) Fragment offset (13)

Time to live (8) Protocol (8) Header checksum (16) 20
Bytes

68

Destination IP Address (32)

Options (0 or 32 if any)

Data (varies if any)

Source IP Address (32)

Bytes



Protocol FieldProtocol Field

Transport
Layer TCP UDP

Protocol176

69

Determines destination upper-layer protocol 

Internet
Layer

Protocol
Numbers

IP

176



Internet Control Message ProtocolInternet Control Message Protocol

Application

Transport Destination 

Unreachable1

70

Internet

Data Link

Physical

Unreachable

Echo (Ping)

Other

ICMP

1



Address Resolution ProtocolAddress Resolution Protocol

172.16.3.1 172.16.3.2

I need the 

Ethernet 

address of 

176.16.3.2.

71

172.16.3.1 172.16.3.2

IP: 172.16.3.2 = ???



Address Resolution ProtocolAddress Resolution Protocol

172.16.3.1 172.16.3.2

I heard that broadcast. 

The message is for me. 

Here is my Ethernet 

address.

I need the 

Ethernet 

address of 

176.16.3.2.

72

172.16.3.1 172.16.3.2

IP: 172.16.3.2 = ???



Address Resolution ProtocolAddress Resolution Protocol

172.16.3.1 172.16.3.2

I heard that broadcast. 

The message is for me. 

Here is my Ethernet 

address.

I need the 

Ethernet 

address of 

176.16.3.2.

73

172.16.3.1

IP: 172.16.3.2 
Ethernet: 0800.0020.1111 

172.16.3.2

IP: 172.16.3.2 = ???



Address Resolution ProtocolAddress Resolution Protocol

172.16.3.1 172.16.3.2

I heard that broadcast. 

The message is for me. 

Here is my Ethernet 

address.

I need the 

Ethernet 

address of 

176.16.3.2.

74

Map IP MAC      

Local ARP

172.16.3.1

IP: 172.16.3.2 
Ethernet: 0800.0020.1111 

172.16.3.2

IP: 172.16.3.2 = ???



Reverse ARPReverse ARP

What is 

my IP 

address?

75

Ethernet: 0800.0020.1111 IP = ???



Reverse ARPReverse ARP

What is 

my IP 

address?

I heard that 

broadcast. 

Your IP 

address is 

172.16.3.25.

76

Ethernet: 0800.0020.1111 IP = ???



Reverse ARPReverse ARP

What is 

my IP 

address?

I heard that 

broadcast. 

Your IP 

address is 

172.16.3.25.

77

Ethernet: 0800.0020.1111
IP: 172.16.3.25

Ethernet: 0800.0020.1111 IP = ???



Reverse ARPReverse ARP

 Map MAC    IP

What is 

my IP 

address?

I heard that 

broadcast. 

Your IP 

address is 

172.16.3.25. Map MAC    IP

78

Ethernet: 0800.0020.1111
IP: 172.16.3.25

Ethernet: 0800.0020.1111 IP = ???



Introduction to TCP/IP AddressesIntroduction to TCP/IP Addresses

172.18.0.2

172.18.0.1

172.16.0.2

172.16.0.1

SADAHDR DATA
10.13.0.0 192.168.1.0

• Unique addressing allows communication 
between end stations

• Path choice is based on destination address

Location is represented by an address

79

172.17.0.2172.17.0.1

10.13.0.0 192.168.1.0

10.13.0.1 192.168.1.1



IP Addressing

255 255 255 255

Dotted
Decimal

Maximum

Network Host

32 bits

80



IP AddressingIP Addressing

255 255 255 255

Dotted
Decimal

Maximum

Network Host

32 bits
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255 255 255 255Maximum

1
2
8

6
4

3
2

1
6 8 4 2 1

11111111 11111111 11111111 11111111Binary

1 8 9 16 17 24 25 32

1
2
8

6
4

3
2

1
6 8 4 2 1

1
2
8

6
4

3
2

1
6 8 4 2 1

1
2
8

6
4

3
2

1
6 8 4 2 1



IP AddressingIP Addressing

255 255 255 255

Dotted
Decimal

Maximum

Network Host

32 bits

1 8 9 16 17 24 25 32

82

1
2
8

6
4

3
2

1
6 8 4 2 1

11111111 11111111 11111111 11111111

10101100 00010000 01111010 11001100

Binary

172 16 122 204Example
Decimal

Example
Binary

1 8 9 16 24 25 32

1
2
8

6
4

3
2

1
6 8 4 2 1

1
2
8

6
4

3
2

1
6 8 4 2 1

1
2
8

6
4

3
2

1
6 8 4 2 1



Class A:  

Class B:  

IP Address ClassesIP Address Classes

Network Host Host Host

Network Network Host Host

8 bits 8 bits 8 bits 8 bits

83

Class B:  

Class C:   

Class D:      Multicast    

Class E:       Research

Network Network Network Host



IP Address ClassesIP Address Classes

1

Class A:

Bits:

0NNNNNNN Host Host Host

8 9 16 17 24 25 32

Range (1-126)

1

Class B:

Bits:

10NNNNNN Network Host Host

8 9 16 17 24 25 32

Range (128-191)

84

Class B:
Range (128-191)

1

Class C:

Bits:

110NNNNN Network Network Host

8 9 16 17 24 25 32

Range (192-223)
1

Class D:

Bits:

1110MMMM Multicast Group Multicast Group Multicast Group

8 9 16 17 2425 32

Range (224-239)



Host AddressesHost Addresses

172.16.2.2

172.16.3.10

10.1.1.1

10.250.8.11

E1

172.16.2.1

10.6.24.2

E0

85

172.16.12.12 10.180.30.118

172.16 12 12

Network Host

. .

Network Interface

172.16.0.0

10.0.0.0

E0

E1

Routing Table



Determining Available Host AddressesDetermining Available Host Addresses

172 16 0           0

10101100 00010000 00000000 00000000

1
6

1
5

1
4

1
3

1
2

11 1
0 9 8 7 6 5 4 3 2 1

Network Host

00000000 00000001
00000000 00000011

1
2
3

N

86

11111111

00000000 00000001

11111111 11111111
11111111 11111110

..
.

..
.

00000000 00000011

11111101

3

65534
65535
65536
-

..
.

2

655342N-2 = 216-2 = 65534



IP Address Classes ExerciseIP Address Classes Exercise

Address Class Network Host

10.2.1.1

128.63.2.100

87

128.63.2.100

201.222.5.64

192.6.141.2

130.113.64.16

256.241.201.10



IP Address Classes Exercise AnswersIP Address Classes Exercise Answers

Address Class Network Host

10.2.1.1

128.63.2.100

A

B

10.0.0.0

128.63.0.0

0.2.1.1

0.0.2.100

88

128.63.2.100

201.222.5.64

192.6.141.2

130.113.64.16

256.241.201.10

B

C

C

B

Nonexistent

128.63.0.0

201.222.5.0

192.6.141.0

130.113.0.0

0.0.2.100

0.0.0.64

0.0.0.2

0.0.64.16



Addressing without SubnetsAddressing without Subnets

Network 172.16.0.0172.16.0.1 172.16.0.2 172.16.0.3 172.16.255.253 172.16.255.254Network 172.16.0.0

89

172.16.0.0

172.16.0.1 172.16.0.2 172.16.0.3

…...

172.16.255.253 172.16.255.254



Addressing with SubnetsAddressing with Subnets

Network 172.16.0.0

172.16.3.0

Network 172.16.0.0

90

172.16.1.0 172.16.2.0

172.16.4.0



Subnet AddressingSubnet Addressing

172.16.2.200

172.16.2.2

172.16.2.160

172.16.2.1

172.16.3.5

172.16.3.100

172.16.3.150

E0

172.16.3.1
E1

91

172.16.2.160 172.16.3.150

172.16

Network

Network Interface

172.16.0.0

172.16.0.0

E0

E1

New Routing Table

2 160

Host

. .



Subnet AddressingSubnet Addressing

172.16.2.200

172.16.2.2

172.16.2.160

172.16.2.1

172.16.3.5

172.16.3.100

172.16.3.150

172.16.3.1

E0
E1

92

172.16.2.160 172.16.3.150

172.16 2 160

Network Host

. . Network Interface

172.16.2.0

172.16.3.0

E0

E1

New Routing Table

Subnet



Subnet MaskSubnet Mask

172172 1616 00 00IP
Address

Default

Network Host

Network Host

93

255255 255255 00 00

255255 255255 255255 00

Default
Subnet

Mask

8-bit
Subnet

Mask

Network Host

Network Subnet Host

Also written as “/16” where 16 represents the number of 1s 
in the mask.

Also written as “/24” where 24 represents the number of 1s 
in the mask.

11111111 11111111 00000000 00000000



Decimal Equivalents of Bit PatternsDecimal Equivalents of Bit Patterns

0 0 0 0 0 0 0 0 = 0

1 0 0 0 0 0 0 0 = 128

1 1 0 0 0 0 0 0 = 192

128  64 32 16 8 4 2 1

94

1 1 1 0 0 0 0 0 = 224

1 1 1 1 0 0 0 0 = 240

1 1 1 1 1 0 0 0 = 248

1 1 1 1 1 1 0 0 = 252

1 1 1 1 1 1 1 0 = 254

1 1 1 1 1 1 1 1 = 255



Subnet Mask without SubnetsSubnet Mask without Subnets

Network Host

10101100

11111111

00010000

11111111 00000000

10100000

00000000

00000010172.16.2.160

255.255.0.0255.255.0.0

Subnets not in use—the default

95

16172 0 0

10101100 00010000

00000000

00000000 00000000

255.255.0.0

Network
Number



Subnet Mask with SubnetsSubnet Mask with Subnets

Network Host

172.16.2.160

255.255.255.0255.255.255.0

10101100

11111111

00010000

11111111 11111111

10100000

00000000

00000010

Subnet

96

Network number extended by eight bits

16

255.255.255.0

172 2 0

10101100 00010000

11111111

00000010 00000000

Network
Number

1
2

8
1

9
2

2
2

4
2

4
0

2
4

8
2

5
2

2
5

4
2

5
5



Subnet Mask with Subnets (cont.)Subnet Mask with Subnets (cont.)

Network Host

172.16.2.160

255.255.255.192255.255.255.192

10101100

11111111

00010000

11111111 11111111

10100000

11000000

00000010

Subnet

97

255.255.255.192

10101100 00010000

11111111

00000010 10000000

16172 2 128

Network
Number

1
2

8
1

9
2

2
2

4
2

4
0

2
4

8
2

5
2

2
5

4
2

5
5

1
2

8
1

9
2

2
2

4
2

4
0

2
4

8
2

5
2

2
5

4
2

5
5

Network number extended by ten bits



Subnet Mask ExerciseSubnet Mask Exercise

Address Subnet Mask Class Subnet

172.16.2.10 255.255.255.0

98

172.16.2.10

10.6.24.20

10.30.36.12

255.255.255.0

255.255.240.0

255.255.255.0



Subnet Mask Exercise AnswersSubnet Mask Exercise Answers

Address Subnet Mask Class Subnet

172.16.2.10 255.255.255.0 B 172.16.2.0

99

172.16.2.10

10.6.24.20

10.30.36.12

255.255.255.0

255.255.240.0

255.255.255.0

B

A

A

172.16.2.0

10.6.16.0

10.30.36.0



Broadcast AddressesBroadcast Addresses

172.16.3.0

172.16.4.0

100

172.16.1.0

172.16.2.0

172.16.4.0

172.16.3.255
(Directed broadcast)

255.255.255.255
(Local network broadcast)

XX

172.16.255.255
(All subnets broadcast)



Addressing Summary ExampleAddressing Summary Example

16172 2 160

10101100 00010000 1010000000000010 Host172.16.2.160 1

101

Mask

Subnet

Broadcast

Last

First

255.255.255.192

4



Addressing Summary ExampleAddressing Summary Example

10101100 00010000 1010000000000010 Host172.16.2.160 1

16172 2 160

102

11111111 11111111 11111111 11000000 Mask

Subnet

Broadcast

Last

First

255.255.255.192 2



Addressing Summary ExampleAddressing Summary Example

10101100 00010000 1010000000000010 Host172.16.2.160 1

3

16172 2 160

103

11111111 11111111 11111111 11000000 Mask

Subnet

Broadcast

Last

First

255.255.255.192 2

7



Addressing Summary ExampleAddressing Summary Example

10101100 00010000 1010000000000010 Host172.16.2.160 1

3

16172 2 160

104

11111111 11111111 11111111 11000000

10000000

Mask

Subnet

Broadcast

Last

First

255.255.255.192 2

4



Addressing Summary ExampleAddressing Summary ExampleAddressing Summary ExampleAddressing Summary Example

10101100 00010000 1010000000000010 Host172.16.2.160 1

3

16172 2 160

105

11111111 11111111 11111111 11000000

10000000

10111111

Mask

Subnet

Broadcast

Last

First

255.255.255.192 2

4

5

6



Addressing Summary ExampleAddressing Summary Example

10101100 00010000 1010000000000010 Host172.16.2.160 1

3

16172 2 160

106

11111111 11111111 11111111 11000000

10000000

10111111

10000001

Mask

Subnet

Broadcast

Last

First

255.255.255.192 2

4

5

6



Addressing Summary ExampleAddressing Summary Example

10101100 00010000 1010000000000010 Host172.16.2.160 1

3

16172 2 160

107

11111111 11111111 11111111 11000000

10000000

10111111

10000001

10111110

Mask

Subnet

Broadcast

Last

First

255.255.255.192 2

4

5

6

7



Addressing Summary ExampleAddressing Summary Example

10101100 00010000 1010000000000010 Host172.16.2.160 1

3

16172 2 160

108

11111111

10101100

11111111

00010000

11111111

00000010

11000000

10000000

10101100 00010000 00000010 10111111

10101100 00010000 00000010 10000001

10101100 00010000 00000010 10111110

Mask

Subnet

Broadcast

Last

First

255.255.255.192 2

4

5

6

7

8



Addressing Summary ExampleAddressing Summary Example

10101100 00010000 1010000000000010 Host172.16.2.160 1

3

16172 2 160

109

11111111

10101100

11111111

00010000

11111111

00000010

11000000

10000000

10101100 00010000 00000010 10111111

10101100 00010000 00000010 10000001

10101100 00010000 00000010 10111110

Mask

Subnet

Broadcast

Last

First

255.255.255.192

172.16.2.128

172.16.2.191

172.16.2.129

172.16.2.190

2

4

5

6

7

89



Class B Subnet ExampleClass B Subnet Example

IP Host Address: 172.16.2.121
Subnet Mask:  255.255.255.0

Network Subnet Host

172.16.2.121:

255.255.255.0:

10101100

11111111

00010000

11111111

00000010

11111111

01111001 

00000000

Network

110

10101100 00010000 00000010 11111111

Subnet: 10101100 00010000 00000010 00000000

Broadcast:

Subnet Address = 172.16.2.0

Host Addresses = 172.16.2.1–172.16.2.254

Broadcast Address = 172.16.2.255

Eight bits of subnetting



Subnet PlanningSubnet Planning

Other 
192.168.5.16

20 subnets

5 hosts per subnet

Class C address:

192.168.5.0

111

Other 
subnets

192.168.5.32 192.168.5.48



Class C Subnet Planning ExampleClass C Subnet Planning Example

IP Host Address: 192.168.5.121
Subnet Mask:   255.255.255.248

Network Subnet Host

192.168.5.121: 11000000 10101000 00000101 01111001  

NetworkNetwork

112

1111100011111111

Subnet: 11000000 10101000

11111111

00000101

11111111

01111000

255.255.255.248:

Broadcast: 11000000 10101000 00000101 01111111

Subnet Address = 192.168.5.120

Host Addresses = 192.168.5.121–192.168.5.126

Broadcast Address = 192.168.5.127

Five Bits of Subnetting



Broadcast Addresses ExerciseBroadcast Addresses Exercise

Address Class Subnet Broadcast

201.222.10.60 255.255.255.248

Subnet Mask

113

15.16.193.6 255.255.248.0

128.16.32.13 255.255.255.252

153.50.6.27 255.255.255.128



Broadcast Addresses Exercise AnswersBroadcast Addresses Exercise Answers

Address Class Subnet Broadcast

201.222.10.60 255.255.255.248 C 201.222.10.63201.222.10.56

Subnet Mask

15.16.193.6 255.255.248.0 A 15.16.199.25515.16.192.0

114

153.50.6.127

15.16.193.6 255.255.248.0 A 15.16.199.25515.16.192.0

128.16.32.13 255.255.255.252 B 128.16.32.15128.16.32.12

153.50.6.27 255.255.255.128 B 153.50.6.0



IEEE 802 Networking Specifications

 กาํหนดชุดของมาตรฐาน LAN เพื�อใหก้ารเชื�อมต่อเครือข่ายและสายจากผูผ้ลิต
หลายจะเขา้กนัได้

 กาํหนดองคป์ระกอบทางกายภาพของเครือข่าย

 กาํหนดวา่ NIC ที�สามารถเขา้ถึงและถ่ายโอนขอ้มูลขา้มสื�อเครือข่ายที�ต่างกนั
หลากหลายได้

 อธิบายสิ�งที�มีส่วนเกี�ยวขอ้งในการเชื�อมต่อ การจดัการและถอดอุปกรณ์ในระบบ

115

 อธิบายสิ�งที�มีส่วนเกี�ยวขอ้งในการเชื�อมต่อ การจดัการและถอดอุปกรณ์ในระบบ
เครือข่าย



Relationships Among OSI Layers

 Each layer shields the higher layer 
from the details of how its services
are implemented

116



OSI Reference Model Summary 

117



IEEE 802 Standards

118



IEEE 802 Extensions to the OSI Reference Model

 Break the Data Link layer into two sublayers:

• Logical Link Control (LLC) sublayer

• Error correction

• Flow control

• Media Access Control (MAC) sublayer• Media Access Control (MAC) sublayer

• Access control

119



IEEE 802 Extensions to the OSI Reference Model

120



IEEE 802 Extensions to the OSI Reference Model 

121



Chapter Summary

 Two different, but complementary, theoretical models for what networks are and 
how they work

• OSI model and its orderly, seven-layered approach

• IEEE 802 model and its standards

 How the two models fit together
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How the two models fit together

 Where networking hardware plugs into each model
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