Chapter 4

Making Networks Work

Standards and Standards Bodies
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Internet Architecture Board
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[ETF — Requests for Comments

InterNIC — Domain Registration Services

IANA — IP Address Space
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Institute of Electrical and Electronics Engineers

AMMUANIATTIUAUIATOUIIN NI TNLAZATINATNTIUIULN

Ethernet, Token, Ring
Y o
GlEJLLﬂ’JHTLLﬁQLLaghl%}ﬁ"IfJ

Metropolitan

39UNU ANSI ag ISO




B . e e R WL R
ek A ETE W OH N EW A
e @ & R 8 8 & 88 K 84
el ilsbEslaE B
# Rk = RPENE N ERER R
= ] s Tt il

¥
R etlar-Ral:E B Bl
#d B AESH B RARE S A RN

International Organization for Standardization
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U.S. — ANSI

U.K. — British Standards Institute
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- World Wide Web Consortium

" anas 91U Web programming

HTML, XML, HTTP, etc.
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OSI and 802 Networking Models
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Most Common Protocol Stacks S )

Transmission Control Protocol/Internet Protocol (TCP/IP)
Internetwork Packet eXchange/Sequenced Packet eXchange (IPX/SPX)
NetBIOS Enhanced User Interface (NetBEUT)

AppleTalk

Systems Network Architecture (SNA)
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7 Application
6 Presentation
5 Session

4 Transport
3 Network
2 Data Link
1 Physical

Figure 5-1 Seven layers of the OSI reference model
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Introduction to TCP/IP £5101001001 4 ’

Host Host

Internet

—— TCPI/IP

= Early protocol suite

Universal




OSI Model Overview

Application

(Upper)
Layers




OSI Model Overview

Application

Application

(Upper) Presentation

Layers I Session

Transport Layer

Network Layer \

Data Flow

Data Link Layers

Physical \
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Role of Application Layers

EXAMPLES

Telnet
FTP




Role of Application Layers

EXAMPLES

Telnet
FTP

ASCII
EBCDIC
JPEG




Role of Application Layers

EXAMPLES

Telnet
FTP

ASCII
EBCDIC
JPEG

Operating System/
Application Access
Scheduling




Role of Application Layers

EXAMPLES

Telnet
FTP

ASCII
EBCDIC
JPEG

Transport Layer

Network Layer
Data Link

Physical

I e

Operating System/
Application Access
Scheduling
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Role of Data Flow Layers S eotoninac) /

EXAMPLES

* Move bits between de
Physical |° Specifies voltage, wir
pin-out cables

EIA/TIA-232
V.35
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Role of Data Flow Layers
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EXAMPLES

« Combines bits into byt
) bytes into frames 802.3/802.2
Data Link |, Access to media using HDLC
* Error detection not cor
* Move bits between dev
Physical |+ Specifies voltage, wire EIA/TIA-232
pin-out cables V.35
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Role of Data Flow Layers

EXAMPLES

Provide logical addressin IP

Network 1 routers use for path deter IPX
« Combines bits into byte
: bytes into frames 802.3/ 802.2
Data Link |, Access to media using HDLC
» Error detection not corr
* Move bits between devi
Physical |+ Specifies voltage, wire EIA/TIA-232
pin-out cables V.35
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Role of Data Flow Layers ]
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EXAMPLES

* Reliable or unreliable deli TCP
Transport | - Error correction before r UDP
SPX
Network Provide logical addressing IP
routers use for path determ IPX
« Combines bits into bytes
i bytes into frames 802.3/802.2
Data Link |, Access to media using M HDLC
» Error detection not corre
* Move bits between devic
Physical |+ Specifies voltage, wire s EIA/TIA-232
pin-out cables V.35
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Role of Data Flow Layers - ===
Application
Presentation
_ EXAMPLES
Session
« Reliable or unreliable deli TCP
Transport | - Error correction before re UDP
SPX
Network Provide logical addressing _ IP
routers use for path determi IPX
« Combines bits into bytes
) bytes into frames 802.3/802.2
DataLink |, Access to media using M HDLC
* Error detection not correc
* Move bits between device
Physical |+ Specifies voltage, wire sp EIA/TIA-232
pin-out cables V.35
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Encapsulating Data e

O LA L _
Application
Presentation

Upper Layer Data Session _PD
— Transport Segment
TCP Header | Upper Layer Data -
Network
IP Header ‘ Data | ‘ ’ Packet
LLC Header Data F i
“3| Data Link ’ Frame
.
MAC Header | Data FCS -
‘ TSN Physical .
0101110101001000010 ’ Bits
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De-encapsulating Data

Application

Presentation

Session

Transport

F

Network

1F

Data Link

1F

Physical

LLC Hdr + IP + TCP + Upper Layer Data

0101110101001000010
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OSI Model PDU Functional Responsibilities Examples

Application

Presentation

Session

Transport

Network

Data Link

Physical
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Physical Layer Functions

Defines

Media type

Etherne
802.3
EIA/TIA-
V.35

Connector type

Physical

Signaling type
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Physical Layer: Ethernet/802.3

1

10Base2—Thin Ethernet

T fi@ 10Base5—Thick Ethernet

Host
Hub || I
| § 10BaseT—Twisted Pair

Hosts 1 I
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Hubs Operate at Physical layer

Physical

A

B

C

D

y

Tl

All devices in the same collision domain

All devices in the same broadcast domain

Devices share the same bandwidth
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Hubs: One Collision Domain

More end stations means
more collisions

CSMA/CD is used

39




L asUI 101t |
Data Link layer Functions é /

. PR 'R
-t - el Bl il Tl Nl il Bl -l Sl

" Defines

Physical source and

destination addresses

Higher layer protocol

X
(Service Access Point) [=
-l
associated with frame ©
©
Network topology =
Frame sequencing _
S 802.3
Flow control g EIA/TIA-232
= v.35
o

Connection-oriented

or connectionless

R —




Data Link Layer Functions (cont.) e

MAC Layer - 802.3

# Bytes 8 6 6

2 Variable 4

Preamble | Dest add | Source add

0000.0C XX XXXX

\ . J 7
v

IEEE assigned Vendor
assigned

MAC Address

uses “Type”
here and
does not use
802.2.

e —

41



Data Link

Each segment has its own collision domain
All segments are in the same broadcast domain
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Each segment has its
owh collision domain

Broadcasts are
forwarded to all
segments
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Network Layer Functions I ..é /

Defines logical source and

destination addresses

B
|

IP, IPX

associated with a specific

Netwo

protocol

Defines paths through network

Interconnects multiple data

links

Data Link

EIA/TIA-232
v.35

Physical
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Network Layer Functions (cont.) SERELPRLERLEE

=S OUI00I0I0T

Network Layer End Station Packet

IP Header Source |Destination Data
address address

Logical 7479 15 1 1

Address

J

Y

Network Node
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Network Layer Functions (cont.) ““1:‘-&%

1510010010107 /
Address Mask
172.16.122.204 255.255.0.0
172 16 122 204
Binary
Address 01111010 | 11001100
255 255 0 0
Binary
Mask 00000000/ 00000000
Network Host
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Routing Table Routing Table
NET | INT |Metric NET | INT [Metric

1 EO 0 1 S0 1

2 S0 0 2 S0 0

4 S0 1 4 EO 0

Logical addressing allows for hierarchical network
Configuration required
Uses configured information to identify paths to networks

paaaa | .



Routers: Operate at the Network Layer

Broadcast control

Multicast control
Optimal path determination

Traffic management

Logical addressing

Connects to WAN services
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Using Routers to Provide Remote Access Jé /i
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Modem or ISDN TA
o Ll ) Telecommuter

Mobile User

LLLL
LLLL

LLLL tt -
LLLL|-F -
LLLL ,

Branch Office

LL|L

LL -— -— -— -—
LL _’ ______

\‘
Main Offlce = <

e TR "
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Transport Layer Functions

Distinguishes between
upper layer applications

. T
Establishes end-to-end 9
connectivity between %
applications =
Defines flow control x
o
: : 3
Provides reliable or 3 IP IPX
unreliable services for

data transfer

e ——

50



el el Bl B o
L 'AEIEEEER]

ULl ALl .q'
Reliable Transport Layer Functions é /

Sender Receiver
Synchronize

Acknowledge, Synchronize
—

Acknowledge
—

Connection Established

Data Transfer
—

(Send Segments)




Network Device Domains

Hub Bridge Switch
— ] m
CHIg= @‘H"‘D, i
i ’ 1 — L
o gy gH I TN
Y 1 / | Y
| ||
L7 /
Collision Domains:
1 4 4 4
Broadcast Domains:
1 1 1 4
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TCP/IP Protocol Stack

[
7 Application
6 Presentation 5
Applicati

5 Session pplication

4
4 Transport B I Transport

3
3 Network s ssssssnsnsnnnunnnnnns » Internet

2
2 Data Link @ rrsssss s ssns s nnnnnn Data Link

......................... R 1

1 Physical Physical
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Application Layer Overview s é /

File Transfer
-TFTP *
-FTP *

- NFS
E-Mail
Application -SMTP
Remote Login

- Telnet *

- rlogin *
Transport Network Management
- SNMP *
Internet Name Management
- DNS*

Data Link

*Used by the router

Physical
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Transport Layer Overview

el sl ale BB ol
o # &8N -8 -

= eI BUI0I0T

Transmission Control Connection-

Application Protocol (TCP) Oriented
Transport User Datagram Connectionless
Protocol (UDP)
Internet
Data Link
Physical
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TCP Segment Format =

Bit 0 Bit 15 Bit 16 Bit 31
Source port (16) Destination port (16)

Sequence number (32)

Acknowledgement number (32) 20
Bytes
onath (| Reserved (6)f Code bits (6) Window (16)
Checksum (16) Urgent (16)
v

Options (0 or 32 if any)

Data (varies)
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SO 00100103 0Y

Port Numbers SRRSO é /

F T S D T S R
Application| T E M N F N |
Layer P L T S T M P
N P P P
E
T

®
®
®
®

(o

Transport Numbers
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TCP Port Numbers so101001001 )

Source Dest.
Port Port
-i Mo‘ Host A Host Z

Dest. port = 23.
Send packet to my
Telnet
application.

SP DP
- 1028 | 23 |

58



Send SYN
(seq=100 ctI=SYN)
SYN received




Send SYN
(seq=100 ctI=SYN)

SYN received

| Send SYN,ACK 2
SYN received (seq=300 ack=101 ctl=syn,ack)

60



1 Send SYN
(seq=100 ctI=SYN)

SYN received

Send SYN, ACK 2
SYN received (seq=300 ack=101 ctl=syn,ack)

3 Established
(seq=101 ack=301 ctl=ack)
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Source | Dest. | Sequence | Acknowledgement
Port Port # #

| just

sent #10.

Source Dest. Seq. Ack.

1028 [23 [0 1 | —

e TR .
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#

Source | Dest. | Sequence | Acknowledgement
Port Port # #

| just

sent #10.

| just got #10,
now | need #11.

|Sourcel| Dest-ﬁ ——

1028 23 1

23 1028 1
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L
q-n.ll.d-l-drl.d-

- e L }
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#

So“ I Sequerl Acknowledgement ‘
# #

| just got #10,
now | need #11.

Q2
|Sourcel| Dest-ﬁ ——

1028 23 1

1028 23 2
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So Sequen Acknowledgement
P # #
| just got #11,
QB now | need #12.
|§ourc4| Dest- Ack. —
1028 23 100
23 1028 100
|| -_—
1028 23 101
_
rce D
23 1028 101
Sour
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5510101001001
UDP Segmet Format : ii:—:-.-:--:-i"ﬂlﬂiﬂl'[/

Bit 0 Bit 15 Bit 16 Bit 31
Source port (16) Destination port (16) l
Bytes
Length (16) Checksum (16) l
Data (if any)

No sequence or acknowledgment fields
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Internet Layer Overview 5218101001001 )

——u--l--ﬁ.d-ﬁf:‘_:

S TEI0G0I0010101

Internet Protocol (IP)
Application

Internet Control Message

Transport Protocol (ICMP)
Internet Address Resolution
Protocol (ARP)
Data Link
Reverse Address
Physical Resolution Protocol (RARP)

OSI network layer corresponds to the

TCP/IP internet layer

T s ———— 67
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IP Datagram = 1y
Bit 0 Bit 15 Bit 16 Bit 31
A
Version Header Priority & Type
(4) Length (4) of Service (8) Total Length (16)
- Flags
Identification (16) (3) Fragment offset (13)
Time to live (8) Protocol (8) Header checksum (16) 20
Bytes
Source IP Address (32)
Destination IP Address (32)
\ 4
Options (0 or 32 if any)
Data (varies if any)

o 2



Protocol Field PRI

=S OUI00I0I0T

Transport
Layer TCP UDP
______ < 6 > (17) . Protocol
—/ Numbers
Internet
Layer IP

Determines destination upper-layer protocol

e 09



Internet Control Message Protocol e

SERiERIEY

Application
Transport Destination
(1) Unreachable
ICMP
Echo (Ping)
Internet
Other
Data Link
Physical

e TR -
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Address Resolution Protocol ..é /

| need the
Ethernet

address o
176.16.3.2.

172.16.3.1 172.16.3.2

» IP: 172.16.3.2 = 77?7

71
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Address Resolution Protocol e

AL

| need the
Ethernet

address of
176.16.3.2.

| heard that broadcast.
The message is for mé.
Here is my Ethernt

172.16.3.1 172.16.3.2

IP: 172.16.3.2 = ??7?

A
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Address Resolution Protocol e

| need the
Ethernet

address of
176.16.3.2.

| heard that broadcast.
The message is for mé.
Here is my Ethernt

172.16.3.1 172.16.3.2

< IP: 172.16.3.2 = ??7?

A

IP: 172.16.3.2
Ethernet: 0800.0020.1111

e TR .
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Address Resolution Protocol e

| need the
Ethernet

address of
176.16.3.2.

| heard that broadcast.
The message is for mé.
Here is my Ethernt

172.16.3.1 172.16.3.2

< IP: 172.16.3.2 = ??7?

A

IP: 172.16.3.2
Ethernet: 0800.0020.1111

Map IP > MAC

Local ARP
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Reverse ARP

address?

A

Ethernet: 0800.0020.1111 IP = ??7?
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Reverse ARP ity

| heard that
broadcast.
Your IP

address is
172.16.3.25.

address?

A

Ethernet: 0800.0020.1111 IP = ??7?
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T LT L

Reverse ARP S RraaE

| heard that
broadcast.
Your IP

address is
172.16.3.25.

address?

A

Ethernet: 0800.0020.1111 IP = ??7?

Ethernet: 0800.0020.1111
IP: 172.16.3.25 )

e, em— -
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T LT L

Reverse ARP S RraaE

| heard that
broadcast.
Your IP

address is
172.16.3.25.

address?

-
<

Ethernet: 0800.0020.1111 IP = ??7?

Ethernet: 0800.0020.1111
IP: 172.16.3.25 )

e, em— .



Introduction to TCP/IP Addresses

&0 172.16.0.1

172.18.0.1
1721802 A = DA} 17% 0.2
1o.13.o.o|—@ — L =< 192.168.1.0
10.13.0.1 " 172.17.0.1 172.17.0.2 #192.168.1.1

Unique addressing allows communication

between end stations

Path choice is based on destination address
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IP Addressing

32 bits

Dotted
Decimal

Host

Maximum

255

255

0



IP Addressing

Dotted
Decimal

Maximum

Binary

AL iU L4 1919?
S 03101001001

32 bits

Host

255 255

-—

8 9

16 17 24 25

11111111 | 11111111

128

OTNOWOTNT™ OTNWOWOTFTN

L -

- A

R —

32

81
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IP Addressing E—
p 32 bits
Dotted
Decimal Host
Maximum 255 255
1 8 9 16 17 24 25 32
Binary 11111111 | 11111111
RIHERTN- DFYOWTN- FIYOOTNT FIYO©TN-
Example 122 204
Decimal
Example 01111010 11001100
Binary

= 52



IP Address Classes B

8 bits 8 bits 8 bits 8 bits

Class A: Host Host Host
Class B: Host Host
Class C: Host

Class D: Multicast

Class E: Research

T TR 53



IP Address Classes

SIOI0TI0III010)
SU15101001001 )
=3 1510010010107

Bits:

Class A:

Bits:

Class B:

Bits:

Class C:

Bits:

Class D:

1 8 9 16 17 24 25
0 Host Host Host
Range (1-126)
1 8 9 16 17 24 25
10 Host Host
Range (128-191)

1 8 9 16 17 24 25
110 Host
Range (192-223)

1 8 9 16 17 2425
1110MMMM | Multicast Group | Multicast Group| Multicast Group
Range (224-239)

84
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Host Addresses 5i0101001001])

el Rl ael Bl B B
TEREFITENRIE R L]

LLrL

172.16.2.2 10.1.1.1
172.16.3.10 10.250.8.11
172.16.12.12 10.180.30.118
Routing Table
Network Interface
|172.16 | 112 . 12 172.16.0.0 EO
Network Host 10.0.0.0 E1

e —
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Determining Available Host Addresses ":*;;;‘;g;! /
172 16 0 0
10101100 00010000 |00000000 00000000 1
00000000 00000001 2
00000000 00000011 3
11111111 11111101 65534
11111111 11111110 65535
11111111 11111111 | 65536

- 2
‘ 2N.2 = 216.2 = 65534 ‘ 65534

e — "
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IP Address Classes Exercise 510101001001} /
51001001010

Address Class Network Host

10.2.1.1

128.63.2.100

201.222.5.64

192.6.141.2

130.113.64.16

256.241.201.10

e ——




IP Address Classes Exercise Answers

P o W ‘;-‘:n"r?
22 ARSR A ASF AT,

03I 01001001 |

. ]
EERiFRELIIE AL S

 IOIGOI0DInind

Address Class Network Host
10.2.1.1 A 10.0.0.0 0.2.1.1
128.63.2.100 B 128.63.0.0 0.0.2.100
201.222.5.64 C 201.222.5.0 0.0.0.64
192.6.141.2 C 192.6.141.0 0.0.0.2
130.113.64.16 B 130.113.0.0 0.0.64.16
256.241.201.10 Nonexistent

)
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Addressing without Subnets i isetaniniad

ErL R EXIEEREL]
e e o ot e i

)

172.16.0.1 172.16.0.2 172.16.0.3  172.16.255.253 172.16.255.254

172.16.0.0

{9
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Addressing with Subnets -:s10010010107 /

172.16.3.0

172. 1640

L gad L

U

90



Subnet Addressing

172.16.2.200

172.16.2.2

172.16.2.160

|172.16| : | 2 .160|

Network Host

172.16.3.1
&7 E
EO

172.16.2.1

172.16.3.5

172.16.3.100

172.16.3.150

New Routing Table
Network Interface
172.16.0.0 EO
172.16.0.0 E1

e, em— o



Subnet Addressing

172.16.2.200 172.16.3.5

172.16.3.1
EZE
EO

172.16.2.1

172.16.2.2 172.16.3.100

172.16.2.160 172.16.3.150

New Routing Table

| 172.16 | ] | 2 | ] | 160 | Network Interface

Network Subnet Host 172.16.2.0 EO
172.16.3.0 E1

e TR ”




_.niﬁfi31119191
5510101001001
Subnet Mas :; ii:—:-.-:--:-i"ﬂlﬂiﬂl'[/

l Network HostOJ
D
Address 1_6 ﬂ

Default Network Host

SuPPet111111299 1111111259 000000000 | 00000000

Also written as “/16” where 16 represents the number of 1s
in the mask.

N
» <

stbit Network upnet ost
Sub
Mallso written as “/24” where 24 represents the number of 1s

in the mask.

= ”
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128

192
224
240
248
252

254
25
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SIS y
Subnet Mask without Subnets e

SERiERIEY

Network Host

172.16.2.160 10101100 | 00010000 | 00000010 | 10100000
255.255.0.0 11111111 11111111 | 00000000 | 00000000

10101100 | 00010000 | 00000000 ; 00000000

Network

172 16 0 0
Number

Subnets not in use—the default

e TR s
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SERiERE Y

Subnet Mask with Subnets

Network Subnet| Host

172.16.2.160 10101100 | 00010000 | 00000010 | 10100000

255 2551255 | 11111111 11111111 11111111 | 00000000

10101100 | 00010000 | 00000010 | 00000000

128
192
224
240
248
252
254
L)

Network
Number 172 16 2 0

Network number extended by eight bits

e ——



Subnet Mask with Subnets (cont.) SERELPRLERLEE

=S OUI00I0I0T

Network Subnet Host

00010000 | 00000010 10100000
11111111 11111111 11p00000

172.16.2.160 10101100

255.258,255|192| 11111111

10101100 | 00010000 | 00000010 10000000

Network
Number 172 16 2 128

Network number extended by ten bits

e -



Subnet Mask Exercise S '4/

Address Subnet Mask Class Subnet

172.16.2.10 255.255.255.0

10.6.24.20 255.255.240.0

10.30.36.12 255.255.255.0

o8



Subnet Mask Exercise Answers S 5;?:’:: '4/

Address Subnet Mask Class Subnet
172.16.2.10 255.255.255.0 B 172.16.2.0
10.6.24.20 255.255.240.0 A 10.6.16.0

10.30.36.12 255.255.255.0 A 10.30.36.0

99
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Broadcast Addresses i ..é /

- 4 8
e e e e e e e e e =

172.16.3.0

-

172.16.4.0
==

172.16.3.255 —
(Directed broadcast)

172.16.1.0
172.16.2.0

—» 255.255.255.255 —*X
(Local network broadcast)

— 172.16.255.255 ——

All subnets broadcast
“ 100
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Addressing Summary Example - *é /

172 16 2 160

172.16.2.160 10101100 00010000 00000010 10100000 Host ‘
255.255.255.192 Mask

Subnet 4
Broadcast
First

Last

T T
101
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Addressing Summary Example _..4 /

172 16 2 160

172.16.2.160 10101100 00010000 00000010 10100000 Host ‘
255255255.192 11111111 11111111 11111111 11000000 Mask‘

Subnet
Broadcast
First

Last

102
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Addressing Summary Example _..4 /

172 16 2 160

172.16.2.160 10101100 00010000 00000010 10100000 Host ‘
255255255.192 11111111 11111111 11111111 11000000 Mask‘

Subnet
Broadcast

First

Last 7

103
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Addressing Summary Example e

172 16 2 160

172.16.2.160 10101100 00010000 00000010 1QG100000 Host ‘

255255255.192 11111111 11111111 11111111 11000000 Mask‘

10000000 Subnet@

Broadcast

First

Last

104



Addressing Summary Example

172

16

172.16.2.160 10101100 00010000 00000010 1C

100000 Host ‘

255255255192 11111111 11111111 11111111 14000000 Mask‘

i

10000000 Subnet@

111111 Broadcast
,irst 6

Last

105



Addressing Summary Example

172 16 2 160

172.16.2.160 10101100 00010000 00000010 1QG100000 Host ‘

255255255.192 11111111 11111111 11111111 11000000 Mask‘

10000000 Subnet@

10111111 Broadcast

10000001 First ‘

Last



Addressing Summary Example

172 16 2 160

172.16.2.160 10101100 00010000 00000010 1QG100000 Host ‘

255255255.192 11111111 11111111 11111111 11000000 Mask‘

10000000 Subnet@

10111111 Broadcast

10000001 First ‘

19111110 Last @



Addressing Summary Example

172.16.2.160

255.255.255.192

- ol -l ol
& & & 6 sEaeen i =

SERiERIEY

172

16

160

10101100

11111111

10101100

10101100

10101100

10101100

00010000

11111111

00010000

00010000

00010000

00010000

00000010

11111111

00000010

00000010

00000010

00000010

13100000 Host ‘

11000000 Mask ‘

10000000 Subnet@

10111111 Broadcast

10000001 First ‘

10111110 Last (@

| e—

108



Addressing Summary Example

172.16.2.160

255.255.255.192

172.16.2.128

172.16.2.191

172.16.2.129

172.16.2.190

el sl ale BB ol
il # &8N -8 -

=200 00030,

172

16

160

10101100

11111111

10101100

10101100

10101100

10101100

00010000

11111111

00010000

00010000

00010000

00010000

00000010

11111111

00000010

00000010

00000010

00000010

13100000 Host ‘

11000000 Mask ‘

10000000 Subnet@

10111111 Broadcast

10000001 First ‘

10111110 Last (@

e

109



Class B Subnet Example

IP Host Address: 172.16.2.121
Subnet Mask: 255.255.255.0

Network | Network | Subnet Host

00010000 | 00000010 | 01111001
11111111 | 11111111 | 00000000

172.16.2.121: 10101100
255.255.255.0: 11111111

Subnet: 10101100 | 00010000 | 00000010 | 00000000
Broadcast: 10101100 ! 00010000 ' 00000010 ' 11111111

Subnet Address = 172.16.2.0
Host Addresses = 172.16.2.1-172.16.2.254
Broadcast Address = 172.16.2.255

Eight bits of subnetting
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Subnet Planning S

20 subnets
5 hosts per subnet

Class C address:
192.168.5.0

)

192.168.5.16

Other
subnetsl@ <

T L L}@%

\ 192.168.5.32 192.168.5.48

111



Class C Subnet Planning Example

IP Host Address: 192.168.5.121
Subnet Mask: 255.255.255.248

Network Network

Network |Subnet|Host

192.168.5.121:
255.255.255.248:

11000000 | 10101000 | 00000101
11111111 1"M11111 | 11111111

Subnet: 11000000
Broadcast: 11000000

10101000 | 00000101
10101000 | 00000101

01111
01111|111

Subnet Address = 192.168.5.120
Host Addresses = 192.168.5.121-192.168.5.126
Broadcast Address = 192.168.5.127

Five Bits of Subnetting



Broadcast Addresses Exercise

Address Subnet Mask Class Subnet Broadcast

201.222.10.60 255.255.255.248

15.16.193.6 255.255.248.0
128.16.32.13 255.255.255.252
153.50.6.27 255.255.255.128




Broadcast Addresses Exercise Answers

el R el R al s B B
TEREFITEN RN =

SERiERE Y

Address Subnet Mask Class Subnet Broadcast
201.222.10.60 255.255.255.248 C 201.222.10.56  201.222.10.63
15.16.193.6 255.255.248.0 A 15.16.192.0 15.16.199.255
128.16.32.13  255.255.255.252 B 128.16.32.12 128.16.32.15
153.50.6.27 255.255.255.128 B 153.50.6.0 153.50.6.127
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IEEE 802 Networking Specifications _“é
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Relationships Among OSI Layers #.,_,..h

[ EIR] "J-LU.- I

Each layer shields the higher layer

from the details of how its services
Computer A Computer B

Aeellcation ﬂ  ————— — | ﬁgellcatlon ﬂ
Presentation || M o —— — | Presentation |

are implemented

Communication

Transgort ﬂ  -———————» | Transeort ﬂ
Network | I ——_———_—— Network |

thsical ﬂ*l— ————— —> || PhEical ﬂ

Figure 5-2 Relationships among OSI layers
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OSI Reference Model Summary S ::::.ﬁ_,
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Table 5-1  Actions for each layer of the OSI reference model

OSl Layer Function

Application Transfers information from program to program

Presentation Handles text formatting and displays code conversion

Session Establishes, maintains, and coordinates communication

Transport Ensures accurate delivery of data

MNetwork Determines transport routes and handles the transfer of messages

Data Link Codes, addresses, and transmits information

Physical Manages hardware connections and handles sending and receiving of signals




IEEE 802 Standards

TR EFIERENELIR]

Table 5-2  |EEE 802 standards
802.1 Internetworking Covers routing, bridging, and internetwork
communications
802.2 Logical Link Control Relates to error- and flow-control over data frames
202.3 Ethernet LAN Covers all forms of Ethernet media and interfaces,
from 10 Mbps to 1 Gbps (Gigabit Ethernet)
802.4 Token Bus LAN Covers all forms of token bus media and interfaces
802.5 Token Ring LAMN Covers all forms of token ring media and interfaces
802.6 Metropolitan Area Network | Covers MAN technologies, addressing, and services
8027 Broadband Technical Covers broadband networking media, interfaces,
Advisory Group and other equipment
802.8 Fiber-optic Technical Covers use of fiber-optic media and technologies
Advisory Group for various networking types
802.9 Integrated Voice/Data Covers integration of voice and data traffic over a
Networks single network medium
802.10 MNetwork Security Covers network access controls, encryption, certifi-
cation, and other security topics
802.11 Wireless Networks Sets standards for wireless networking for many dif-
ferent broadcast frequencies and usage techniques
802.12 High-speed Networking Covers a variety of 100 Mbps-plus technologies,
including 100V G-AnyLAN

e
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IEEE 802 Extensions to the OSI Reference Modelé

/

= Break the Data Link layer into two sublayers:

Logical Link Control (LLC) sublayer

e Error correction

* Flow control

Media Access Control (MAC) sublayer

e Access control

119



7 Application
6 Presentation
5 Session
4 Transport
3 Network
Logical Link Control

2 Data Link {

Media Access Control
1 Physical

Figure 5-4 |EEE 802 standard divides the OSI Data Link layer into two sublayers
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IEEE 802 Extensmns to the OSI Reference Model" '”"“,/ _/

ogical

L

Lin

Control 802.1 OSI model and network management
(LLC) . ‘ I

802.2 Loﬁlcal Link Contml'

802.3 CSMA/CD '

Media 802.4 Tc::ken bus
Accessl
Contro
(MAC) 802.5 Tuken nng

802.12 Demand Priori

Figure 5-5 |EEE 802.x specifications map to the OSI reference model
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Chapter Summary

Two different, but complementary, theoretical models for what networks are and

how they work

OSI model and its orderly, seven-layered approach

IEEE 802 model and its standards

How the two models fit together

Where networking hardware plugs into each model
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