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VLAN 1

Switch# show wvlan brief

1 defaunlt

1002 fddi-default

1003 token-ring-default
1004 fddinet-default
1005 trnet-default

Status

act/unsup
act/unsup
act/unsup
act/unsup

Fal/10, Fal/11,
Fal/14, Fal/15,
Fa0/18, Fa0/19,
FaQ/22, Fal/23,
Gi0/2

Fa0/4
FalQ/8
FaQ/12
Fa0/16
Fal,/20

Fa0/24

« All ports assigned to VLAN 1 to forward data by default.
« Native VLAN is VLAN 1 by default.

« Management VLAN is VLAN 1 by default.
« VLAN 1 cannot be renamed or deleted.
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Static VLAN
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Dynamic VLAN

Dynamic VLAN (1un13/11ua VLAN Ji811a594 Client Tag
N5 NHVI98Y MAC Address U84 Client

A . o A 1 Y a Jo A JAo .

1U® Client ‘I/]Wm’ilﬂf’élim’t’]hlﬂﬂﬂﬁ’mﬁl)’@’ﬂﬂ@] AINENTY Dynamic
VLAN #1092 11v1inetay VLAN i MAP U MAC Address H911
Database gIuUna19 14

%9 System Administrator @10150NVLEFANNIVAY MAC Address 11
M3V mjﬁ’u VLAN @9 VLAN Management Policy Server (VMPS)
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1. Layer 1 VLAN : Membership by ports Tumsuia VLAN a2l
wosavenIniuves VLAN la wuauyanluaiadnd 4 weia
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MUUA I Wosa 1, 2 uag 4 1Wuved VLAN 105 1 tazwesan 3 11u
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2. Layer 2 VLAN : Membership by MAC Address 1% MAC Address

TumMsuude VLAN Taaliaiadas19%1 MAC Address 910LA8% VLAN

MAC Address

1212354145121

2389234873743

3045834758445

5483573475843

o —_—

VLAN

1
2
2

1



3. Layer 2 VLAN : Membership by Protocol types 1129 VLAN Taaly
BUAYDI protocol N1 0E 1UAIUYDI Layer 2 Header a3l 3

Protocol




4. Layer 3 VLAN : Membership by IP subnet Address 11119 VLAN lag
1o Layer 3 Header 114NA0 14 IP Subnet 13J1AIL1)9

IP Subnet

23.2.24

26.21.35




5. Higher Layer VLAN's M lalagl¥li)sunsuilszananio service g
VLAN 95umMsis1idsunsy FTP a13nseldialy VLAN 191 tazen
2214 Telnet @13150538n19 1011 VLAN 2 tmiii Huay
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VLAN Ranges On Catalyst Switches

Catalyst 2960 Liag 3560 Series switches 3 PI5UNINNN 4,000 VLANSs
wiadlu 2 ngu:

Normal Range VLANSs

VLAN numbers from 1 through 1005

Configurations stored in the vlan.dat (in the flash)

VTP can only learn and store normal range VLANSs
Extended Range VLANSs

VLAN numbers from 1006 through 4096

Configurations stored in the running-config (in the NVRAM)

VTP does not learn extended range VLANSs

e, em—



Creating a VLAN

Cisco Switch 10S Commands

Enter global configuration mode. S51# configure terminal
Create a VLAN with a valid id number. 51 (config)+# vlan vlan id
Specify a uniqgue name to identify the 51 (config)# name vlan name
VLAN.

Return to the privileged EXEC mode. S1(config)# end
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Assigning Ports To VEANS Sl

Cisco Switch I0S Commands

Enter global configuration S1 # configure terminal

mode.

Enter interface S1(config) # interface interface id
configuration mode for the

SVI.

Configure the management @ S1(config) # ip address 172.17.99.11
interface IP address.

Set the port to access S1(config-if) # switchport mode access

mode.

Assign the port to a VLAN. = S1(config-if) # switchport access vian vian id
Return to the privileged S1(config-if) # end

EXEC mode.
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Assigning Ports To VLANS

s1# configure terminal

sl (config) # interface FO0/18
sl {config-if)+ switchport mode access
sl {config-if)# switchport access vlan 20

51 (config—-if) # end

Student PC y

17217 .20:22 2 FO/
Switch S1:
Port FO/18
VLAN 20

e —
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Changing VLAN Port Membership #.::::4

LEE ] "J-LU.- I

Sl (config)# int £fa0/18

Sl (config—-if) # no switchport access wvlan
S1 (config-if)# end

S1+# show wvlan brief

VLAN Name Status Ports

1 default active Fal/1l, Fab/2, Fal/3, Fal/4
Fal/5, Fal0/6, FalQ/7, Fal/8
Fal/9, FabD/10, Fal0/l1l1l, Fa0/12
Fal/13, Fa0/14, Fal0/1l5, Fal/1l6
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gi0/1, Gi0/2

20 student active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet—-default act/unsup
1005 trnet-default act/unsup
S1#
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Changing VEAN Port Membership

S s M e e ] o B
--—--r-n!-dﬂi-i-d-ll-J'u
e )

S1# config t

Sl (coenfig) # int £a0/11

51 (config-if)# switchport mode access

Sl (config-if)# switchport access wvlan 20
Sl ({config-if)# end

S1#

S1# show vlan brief

VLAN Name Status Ports
1 default active Fal/l, Fal/2, Fal/3, Fal/4
Fa0/5, FaQ/6, Fal/7, Fal/8
Fal/9, Fal®/1l0, Fal/12, FaQ/]
FaD/14, Fa0/15, Fa0/16, Falj
Fa0/18, Fal/19, Fa0/20, Fa(]
Fa0/22, Fa0/23, Fa0/24, Gi0|

Gi0/2
20 student active Fal/11
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
S1#
ql i r--';_
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Deleting VEANS

# sl B B
-—--r-n!--rli-i-d-ld--ll
N = |

514 conf t

31 (config) # no wlan 20
51 (config)# end

S1#

51# sh wvlan brief

VLAN Wame Status Forts

1 default active Fal/1, Fal/2, Fa0/3, Fal/4
Fal/5, Fal/e, Fald/7, Fad/B
Fal/%, Fal/10, Fal0/12, rFal/13
Fa0/14, Fa0/15, Fal/l6, Fal/17
Fa0/18, Fa0/19, Fal/20, Fa0/21
Fab/22, Fal/23, Fal/24, Gi0/1

Gi0/2
1002 fddi-default act /funsup
1003 token-ring-default act /unsup
1004 fddinet-default act /funsup
1005 trnet-default act /unsup
S1#

e, em—



Verifying VLAN Information

214 show wvlan name student
VLAN Mame Status Ports

20 student active Fa0/11, Fal/18

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

31+ show wvlan summary

Number of existing VLANS b
Number of existing VTP VLANsS £
Number of existing extended VLANS G|
S14

e, em—
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VTP Operation atsotoaiosatl /
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VTP Terminology
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VTP Modes

De
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Tums1/52MA VLAN 499 VTP Server 4 92 1935 3dariungiay VLAN 1ag Huneay VTP
Advertisement 890 1J§3 VTP Client 51&‘] Taen15a9H1Y Multicast IP Address %4 VTP Server N3l
VTP Advertisement NNAGIdA Client 935 UWauaz Update Toyan 1y VTP Server Wi
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Configuration VTP ,.é /

4 8
e e e e e e e e e =

VTP Sever VTP Client
Switch# config terminal Switch# config terminal
Switch(config)# vtp mode server Switch(config)# vtp mode client
Switch(config)# vtp domain eng_group Switch(config)# vtp domain eng_group
Switch(config)# vtp password mypass Switch(config)# vtp password mypass
Switch(config)# end Switch(config)# end

| VLAN 1: 192, 168.1.0/24

VTP SERVER. : 192.168.1.1

VTP CLIENT 1: 192,168.1.2
VTP CLIENT 2: 192.168.1.3
VTP CLIENT 3: 192.168.1.4

|

|

|

|

|

l
b

2960-24TT 2960-24TT
VTP CLIENT3 VTP CLIENT2
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Inter-VLAN Routing
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VLAN Basic LAB 1

1. @519 ¥y VLAN 1a2 ¥0U89 VLAN JHu1NoH
2. M¥UA port (interface) NADIN3IHiDEY VLAN 1119

Switch Switch?
g Fa0)) -

Trunk port

Access port X Fa0fs

vlan 3
vlan | | vian vlan 3
220, P/ AR~ —_— e
PCO PC4 PCS PCE PC?

192.168.1.1/24 192.168.1.2/24 192.168.1.3/24 192.168.1.4/24 192.168.1.5/24 192.168.1.6/24 192.168.1.7/24 192.168.1.8724




MSa513 VLAN

® Switch1

Switch1 > enable

Switch1 # configure terminal
Switch1 (config)# vlan 2

Switch1 (config-vlan)# name Admin

Switch1 (config-vlan)# vlan 3

Switch1 (config-vlan)# name User




o S e e ety
ASMYUA interface IMNUNAAY VLAN ﬁ )

Ui AiUL

Switch1 > enable Switch1 (config)# interface fa0/4

Switch1 # configure terminal Switch1 (config-if)# switchport mode access

Switch1 (config-if)# switchport access vlan 3
Switch1 (config)# interface fa0/2

) ) ) Switch1 (config-if)# no shutdown
Switch1 (config-if)# switchport mode access

Switch1 (config-if)# switchport access vlan 2 Switch1 (config)# interface fa0/5

Switch1 (config-if)# no shutdown Switch1 (config-if)# switchport mode access

Switch1 (config-if)# switchport access vlan 3

Switch1 (config-if)# no shutdown
Switch1 (config)# interface fa0/3

Switch1 (config-if)# switchport mode access

Switch1 (config-if)# switchport access vlan 2 Switch1 (config)# interface fa0/1

Switch1 (config-if)# no shutdown Switch1 (config-if)# switchport mode trunk

| e—



MIIMYIHA interface IHNUUARS VLAN

13 config VLAN 1 switch 2 311101 config tnilounu

U130 manage port P18 port W%}Emﬁjullﬁjﬁjjﬂ range 1
Switch2 (config)# interface range fa0/2-3

Switch2 (config-if-range)# switchport mode access

Switch2 (config-if-range)# switchport access vlan 2

Switch2 (config-if-range)# no shutdown

$1 port 7 set lioedonuld (,) 104 1

Switchl (config)# interface range fa0/2 , fa0/5 , fa0/10 , fa0/20

e TR



ﬂ'lﬁﬂﬂﬂ'l‘t!%"'ll?)\‘] VLAN __H.ﬁ,.éf

TUITDATDIUSUDN interface LS VLAN 17] privilege mode laane

A
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show vlan ¥i7®

show vlan brief

9 Y
91NUUADY ping § ¢ ping [OIMWIZ VLAN AUBUNIUL
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Lab 2 InterVLAN Routing —Té /

InterVLAN Routing A9M3AAADAD15NUTLHIN VLAN 311111
A 1A = 9 v 1 Y ~ 4 3
VLAN aagiovisouaniasudoyanu la lasiiglnsal Layer 3 11u

o A A < Y o
ANFONTINU U Gateway 1HUULD

2991119 VLAN 2 1182 VLAN 3 Aanenu 1a a18n15 Config Inter
VLAN 9 Router CISCO
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Lab InterVlan Routing STt
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Trunk RaO-24TT 2960-24TT
Swetch6 Switch7

Fao/ SFTan SW-B
T

PC-PT
192.168.2.8/24

acess ;:l-ort\vB s

192.168.2.3/24

192.168.2.7/24

M¥iua IP Y93 PC mugilauu
VLAN 2 134 Network 192.168.1.0/24 Gateway D 192.168.1.254
VLAN 3 134 Network 192.168.2.0/24 Gateway A9 192.168.2.254
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5111 Config Inter VLAN 134 Router CISCO_,é /

Router(config)#interface f0/0
Router(config-if)}#no shutdown
Router(config)#interface f0/0.1
Router(config-subif)#encapsulation dot1Q
VLAN ID

Router(config-subif)#ip address |IP address
subnet mask




1na8 LAB Inter VLAN Routing siotonion

Switch-A N Fa0/6 @9{6\1 Set Lc]dJ U Port trunk

SW-A(config)#interface fastEthernet 0/6

SW-A(config-iff#switchport mode trunk

1 Router config

Router1(config)#interface fastEthernet 0/0
Router1(config-if)#no ip address
Router1(config-if)#no shutdown
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1 . H 9 9 1
1119 Sub Interface Ha& Show 1p route Had lan1uA1Lag

Routerl(config)#interface fastEthernet 0/0.2
Router1(config-subif)#encapsulation dotlq 2
Router1(config-subif)#ip address 192.168.1.254 255.255.255.0

Routerl(config)#interface fastEthernet 0/0.3

Router1(config-subif)#encapsulation dotlq 3
Routerl(config-subif)#ip address 192.168.2.254 255.255.255.0

Teeaaionana routing table

Router1# Show ip route
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Summary onianieiad )

Allows an administrator to logically group devices that act as their

own network
Are used to segment broadcast domains

Some benefits of VLANSs include Cost reduction, security, higher
performance, better management
Types of Traffic on a VLAN include

Data
Voice
Network protocol

Network management

e TR



Trunks A common conduit used by multiple VLANS for intra-VLAN

communication

IEEE 802.1Q

The standard trunking protocol

Uses frame tagging to identify the VLAN to which a frame belongs

Does not tag native VLAN traffic
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