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Basic Switching and Bridge
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Ethernet networks used to be built using repeaters.

—_—

When the performance of these networks began to suffer because too many devices shared the same segment, network

engineers added bridges to create multiple collision domains.

As networks grew in size and complexity, the bridge evolved into the modern switch, allowing microsegmentation of

the network.

Today’s networks typically are built using switches and routers, often with the routing and switching function in the

same device.
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CSMA/CD and Collisions10BaseT

Hey, that's
Nope e Nope ]
1111 2222 3333 nnnn <+«—— Abbreviated
1 2 3 n MAC
Addresses

Notice the
location of
the DA!

3333 1111

And as we said,

When information (frame) is transmitted, every PC/NIC on the shared media copies part of the transmitted frame to

see if the destination address matches the address of the NIC.

If there is a match, the rest of the frame is copied

If there is NOT a match the rest of the frame is ignored.
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Destination | Soyuree
Preamble |\ .0 o | Address| LYPe | Data | Pad CRC

= —m = 'm‘ 3333 1111
—
PC ] PC -
So, what does a hub do when it
1111 2222 ’
= || . . .
[oo] [bennsd][o]| — receives information?
Hub %
» = D Remember, a hub is nothing
I .
— ) [P more than a multiport repeater.
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Daisy-chain l Huh —

Preamble

Destination | Soyuree
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5555
Nope

— | 0N
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3333 For me!

4444 Nope

3333 1111

The hub will flood it out all ports except for the

incoming port.
Hub is a layer 1 device.

A hub does NOT look at layer 2 addresses, so it is

fast in transmitting data.

Disadvantage with hubs: A hub or series of hubs

is a single collision domain.

A collision will occur if any two or more devices
transmit at the same time within the collision

domain.

More on this later.
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Sending and receiving Ethernet frames via a hub ... 001010/
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Destination | Soyuree
D D Preamble |\ .0 o | Address| LYPe | Data | Pad CRC
— — 2222 (1111

Another disadvantage with hubs is that is take up

unnecessary bandwidth on other links.

Wasted
bandwidth
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Sending and receiving Ethernet frames via a.switch.;/ /

—

Source Address Table Destination | Source

fPreamble |\ 0o | Address| LYPe | Pata | Pad CRC

Port Source MAC Add. Port Source MAC Add.

3333 1111

Switches are also known as learning bridges or

switch o learning switches.

1 = a s 6 7 B A switch has a source address table in cache (RAM)

zl 9

i [1] 1 12
where it stores source MAC address after it learns

about them.

A switch receives an Ethernet frame it searches the

source address table for the Destination MAC

address.
= —o = — If it finds a match, it filters the frame by only
— — 1
sending it out that port.
1111 D 3333 D If there is not a match if floods it out all ports.
Abbreviate —. —
d MAC - —. m] | - _. | |
addresses —= —

2222 - 4444 r



No Destination Address in table, Flood . ;:ooi0:0//

Source Address Table Destination | Source

Preamble |\ 1o | Address| LYPe | Pata | Pad CRC

Port Source MAC Add. Port Source MAC Add.

3333 1111
1 1111
How does it learn source MAC addresses?
switch 10BaseT First, the switch will see if the SA (1111) is in it’s
1 2 32 i 5 B 7 B 9 in 1 12 table
[l L '
If it is, it resets the timer (more in a moment).
If it is NOT in the table it adds it, with the port
number.
- — | - — |01 ) ) ) )
— 1 Next, in our scenario, the switch will flood the frame
out all other ports, because the DA 1is not in the
1111 3333 P
D D source address table.
Abbreviate —. —
d MAC — : —. m] | - : _. an
addresses — —

2222 - 4444 r



Destination-Address-in table, Filter Shancobsaralll

Source Address Table Destination | Source

Preamble |\ 1o | Address| LYPe | Pata | Pad CRC

Port Source MAC Add. Port Source MAC Add.

1111 3333

1 1111 6 3333

Most communications involve some sort of client-

SWitCh . server relationship or exchange of information. (You
will understand this more as you learn about
TCP/IP.)

zl 9

1 2 i 5 B 7 B in 1 12
Now 3333 sends data back to 1111.
The switch sees if it has the SA stored.

It does NOT so it adds it. (This will help next time
1111 sends to 3333.)

— — Next, it checks the DA and in our case it can filter
the frame, by sending it only out port 1.
1111 3333
Abbreviate D_ D.
d MAC — I —. (m] | — : _. m| |
addresses — —=

2222 - 4444 r
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Destination Address in table, Filter <ni0010010104]
Source Address Table Destination | Source
Preamble |\ 1o | Address| LYPe | Pata | Pad CRC

Port Source MAC Add. Port Source MAC Add.

3333 1111

1 1111 6 3333

Destination | §oyree

_ Preamble
SW I tc h 10EaseT

zl 9

1 2 4 5 B 7 ] mn 12 1111 3333
P | | | P |

Now, because both MAC addresses are in the switch’s

table, any information exchanged between 1111 and 3333

D D can be sent (filtered) out the appropriate port.

- — | = — o What happens when two devices send to same
—— — 1
destination?
1111 3333 What if this was a hub?
D D Where is (are) the collision domain(s) in this example?
Abbreviate —. —
d MAC - — o - — o
addresses —= —

2222 - 4444 r



No Collisions in Switch, Buffering S

Source Address Table Destination

Source
Preamble

Address | Address Type | Data Pad CRC

Port Source MAC Add. Port Source MAC Add.
1 1111 6 3333 3333 1111

9 4444 Destination | §oyree
- Preamble , .
SW I tc h 10EaseT

zl 9

1 z woon e 3333 4444
D ..........

Unlike a hub, a collision does NOT occur, which

would cause the two PCs to have to retransmit the

frames.
D D Instead the switch buffers the frames and sends them

- —oi C O —o out port #6 one at a time.
— 1
The sending PCs have no idea that their was another
1111 3333 . .
D D PC wanting to send to the same destination.
Abbreviate —. —
d MAC — I —. (m] | — : —. m| |
addresses —= —=

2222 - 4444 r
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Source Address Table Destination | Source
Preamble |\ 1o | Address| LYPe | Pata | Pad CRC
Port Source MAC Add. Port Source MAC Add.
1 1 6 3333 3333 1111
9 4444 Collision Domains Destination | Source
Preamble , .

SWitCh ; R=en T ——

3333 4444

In half duplex mode and when there is only one
device on a switch port, the collision domain is only

between the PC and the switch.

With a full-duplex PC and switch port, there will be

= —/m =X no collision, since the devices and the medium can
— —7
send and receive at the same time.
1111 3333
Abbreviate —. —
d MAC - —m - —m
addresses —1 —

2222 - 4444 r
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e

Source Address Table Destination
Preamble

Source

Address | Address Type | Data Pad CRC

Port Source MAC Add. Port Source MAC Add.

1 1111 6 3333 How long are addresses kept in the Source Address Table?

9 4444
SWitC h 10Ea:eT

[ [ [ [ [ [ [

5 minutes is common on most vendor switches.

How do computers know the Destination MAC address?

0 1 12
» ARP Caches and ARP Requests

How many addresses can be kept in the table?

zl 9

Depends on the size of the cache, but 1,024

addresses is common.

What about Layer 2 broadcasts?

= —on —— —m Layer 2 broadcasts (DA = all 1’s) is flooded out all
= 1
ports.
1111 3333
Abbreviate D_ D.
d MAC - —on - —m
addresses N i

2222 - 4444 r
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What happens here?

Source Address Table Destination
Preamble

Source

Address | Address Type | Data Pad CRC

Port Source MAC Add. Port Source MAC Add.

1 1111 6 3333 1111 3333
1 2222 1 5555
= Notice the Source Address Table
Ethernet 10/100 Switch has multiple entries for port #1.
1 2 3 4 5 6 7 8 ‘
EEEEEERERN

100
10BASET
T T
Hub Hub

ﬂ:‘SELH
"o EI

I

I;amandin.g
System Shared
Server
f T T T

1111 2222 5555 ™




What happens here?

Source Address Table Destination | Source
Preamble |\ 1o | Address| LYPe | Pata | Pad CRC
Port Source MAC Add. Port Source MAC Add.
1 1111 6 3333 1111 3333
1 2222 1 5555
The switch filters the frame out
Ethernet 10:100 Switch port #1.
+ ; : ; : 4 ; : ‘ But the hub is only a layer 1
/ device, so it floods it out all ports.
TMIBASET.
10BASET J T
T Where is the collision domain?
Huh Hub S
A g
Demanding —
System Shared
Server
o N N O O O 3333
1111 2222 5555 M
|



What happens here?

. EAEEH B RARS S R AR
— e e e e el e e e e

Source Address Table Destination | Source
Preamble |\ 1o | Address| LYPe | Pata | Pad CRC
Port Source MAC Add. Port Source MAC Add.
1 1111 6 3333 1111 3333
1 2222 1 5555
Ethernet 10:100 Switch
2 3 4 5 6 7 8
! u ! L ! L
100BASET. .
i Collision
Domain
__-\__
Demanding
System Shared
Server
[_j [_j 3333
1111 2222 5555 Siems
I I
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MAC Address 1/a18m19 1 MAC Address 39000 lUnawasauinnii 1
Woda 1 NT8INT¥MINTL918 11an (Load Balance) 13100814 2
#1920 MAC Address taiiou (Virtual MAC) tilouiy s1iludosre
aoutlnlimsmliiniiaslUds MAC Address t@iloudanainisoon 1

@ S A1 Y @ 7 o Y
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Symmetric Swutchlng Asymmetric Switching

702 203 e

10 Mbps 10 Mbps

10x4 =
40 Mbps throughout

10 Mbps

10 Mbps

Catalyst 2900 gy XL

AAA.JLAA.LA;&JLEJ..L‘LAA,LJ

Note: Most switches are now
10/100, which allow you to
use them symmetrically or
asymmetrically.
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Functions of a switch

Station A
aa-aa-aa-aa-aa-aa

Segment A

Segment B 1/2

Station B
bb-bb-bb-bb-bb-bb

. The main features of Ethernet switches are:

Isolate traffic among segments

Achieve greater amount of bandwidth per user by creating smaller collision domains

e —




Shared Segment Before LAN Switch After

Hub

— | | Switch

All Traffic Visible on Multiple Traffic Paths
Network Segment within Switch

First 1s to 1solate traffic between segments.

The second reason 1s to achieve more bandwidth per user by creating

smaller collision domains.
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switch

W (W8 | [P [ [ %P [ [P | | [

10E=cnT

L __E (m | L __E m| |
1111 3333
Abbreviate —
d MAC L I _. m] | - _. m| |
addresses —1 —
2222 4444

Catalyst 1900

Collision
Domains

A switch employs
“microsegmentation” to reduce

the collision domain on a LAN.

The switch does this by creating
dedicated network segments, or

point-to-point connections.

e TR




Broadcast domains

.
Al e N IR N R -5
L. |

|= %m ‘ Q.Ooooo \
172.30.1.21

255.255.255.0

] :1:
| L |
172.30.2.16

55.255.255.0

172.30.2.10 172.30.1.23 172.30.2.12
255.255.255.0 255.255.255.0 255.255.255.0

°* ARP Request =

172.30.1.25 . =
255.255.255.0 |= %ﬂ s
172.30.1.27

172.30.2.14 255.255.255.0
255.255.255.0

Even though the LAN switch reduces the size of collision domains, all hosts connected to the switch are still in the

same broadcast domain.

Therefore, a broadcast from one node will still be seen by all the other nodes connected through the LAN switch.

e, em—



Switches and broadcast domains

These are logical not
physical
representations of
what happens to

t i | |
— g‘ g’ g g these frames.
| I| — | H T TM

Switches flood frames that are:

Broadcast

Unknown unicasts
Layer 2 broadcasts
Multicasts (unless running multicast snooping or IGMP)

» Multicast are special layer 2 and layer 3 addresses that are sent to devices that belong to that “group”.

o —_—



Switches and broadcast domains

MAC Address 'MAC Address
FFFFFFFFFF FFFFFFFFFF
MAC AddressVIAC Address
FFFFFFFFFFEFFFFFFFFF

When a device wants to send out a Layer 2 broadcast, the destination MAC address in the frame is set to all ones.
A MAC address of all ones is FF:FF:FF:FF:FF:FF in hexadecimal.

By setting the destination to this value, all the devices will accept and process the broadcasted frame.

o —_—
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Using Hubs ontontaial )

Layer 1 devices
Inexpensive
In one port, out the others

One collision domain

One broadcast domain
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Using Switches Sl

Layer 2 devices

Layer 2 filtering based on Destination MAC addresses and Source

Address Table

One collision domain per port

One broadcast domain across all switches
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Switch MAC Address Table
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Store and Forward

" Cut Through (Fast Forward)

= Fragment Free (Modified Cut Through)




Frame Forwarding Methods on Switches

Store and Forward

Store-and-forward

A store-and-forward switch receives
the entire frame, and computes the
CRC. If the CRC is valid, the switch
looks up the destination address,
which determines the outgoing
interface. The frame is then
forwarded out the correct port.
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Store-and-Forward Switching 1510010810107,

Frame Forwarding 0T i0111010 y

Store-and-Forwarding allows the switch to:

Check for errors (via FCS check)

. . Frame Metwork Transport Data
Perform Automatic Buffering Header Header Header
Slower forwarding
- b
Destination FCS
Preamble MAC Snﬁéﬁg@éﬁc Type seee Checksum
Address (CRC)
Bytes 8 3] 6 2 4

1 )
|

Store-and-forward switching entails receipt of the entire frame (up to about 9,200
bytes for jumbo frames) before a forwarding decision is made.
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Frame Forwarding Methods on Switches O 0L I01I0)

Cut-through Switching
Cut-through .
* ipadat a5 usutuuieanaaIy
E 1aaIAD 3 (header) NE3 VB IUYN
M11818Y MAC Address 1/a1em14 o3
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A cut-through switch forwards the
franjel before it is en’lurell'},.' received. At o Luﬂﬁﬂﬁuhlﬂﬂfﬂ ﬁQLWﬁJ@E}ﬂUlﬂﬂluﬂuﬂ
a minimum, the destination address of

the frame must be read before the Tﬂﬂ”lma“lw”lmmuammmwhm

frame can be forwarded.
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Frame Forwarding

Cut-Through Switching

Y e R o N S W
P TR N

ﬂl-l-d-l“l-iu-_ I

Cut-Through allows the switch to start forwarding in about 10

microseconds
Frame Network Transport Baia
NO FCS ChCCk Header Header Header
No Automatic Buffering
Destination FCS
Preamble MAC Su:gcéererg:.c Type ssse Checksum
Address (CRC)
Bytes 8 6 6 2 -

t 1

Frames can begin to be forwarded as soon as the Destination MAC is received.
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Frame Forwarding Methods on Switches 72077701
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Auto-MDIX

MDIX auto detects the type of connection required and configures the
interface accordingly
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Memory Buffering on Switches /

Fort-based memary

Shared memory

In port-based memary buffering, frames are stared in
queues that are linked to specific incoming and outgoing
ports.

Shared memory buffering deposits all frames into a
common memary buffer, which all the parts on the switch
share.




Converged Networks
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Core, Distribution, Access -c1o010010107 /

Building B - Marketing and Sales Building C - Engineering

Access
Distribution

Core Building A -

Management
Distribution
Access

Building D - Research Building E - Building F - Data
and Development Information Center

Technology
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Switched Networks
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KHINVD I Switched Networks
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Switched Networks

Form Factor

e b l-r--n-‘-a!-r-
.- -

LR

ol ____.....,.....,...-..,_L_a.,_

- Fixed . )

r S ———
5 e 1 {
e —

i

=

AR ey l.-ﬂ—rr--—| g ——

: r. o gl _I_

s, ok

Features and options are limited to

those that originally come with the
switch.




Switched Networks

Form Factor

Modular

The chassis accepts line cards that contain tf
ports.
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Switched Networks

Form Factor

- Stackable

Stackable switches, connected by a
special cable, effectively operate as
one large switch.




Switch Form Factors

Fixed Configuration Modular Configuration
Switches Switches

Features and options are limited
to those that originally come
with the switch.

Stackable Configuration Switches This it asonsia

line cards that
contain the ports.




Wireless Access Point
receives power through the
Ethermet cable

IP Phone receives power
through the Ethernet cable




Module Options for Cisco Switch Slots

Cisco optical Gigabit Ethernet SFP
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Layer 2 and layer 3 switching

Layer 2 Switching Layer 3 Switching (routing)

7 Appllcation + Hardware-based switching 7 App“CBtiOﬂ » Hardware-based packet forwarding
* Wire-speed performance + High-performance packet switching
: » High-speed scalability ¢ » High-speed scalability
6 Presentation « Low latericy 6 Presentation - Low laency
» Uses MAC address « Lower per-port cost
5 Session * Low cost 5 Session + Flow accounting
= Security
* QoS
4 Transport 4 Transport
3 Network 3 Network
S -~ 5 2 Data Link
1 Physical 1 Physical

A layer 3 switch is typically a layer 2 switch that includes a routing process, I.e. does routing. (Oh yea, also known as

routing. Got to love those people in Marketing.)
Layer 3 switching has many meanings and in many cases is just a marketing term.
Layer 3 switching is a function of the network layer.

The Layer 3 header information is examined and the packet is forwarded based on the IP address.
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Layer 3 switching vs Router **-"“:LE!

Layer 3 Routing Supported Supported
Traffic Management  Supported Supported
WIC Support Supported
Advanced Routing Supported
Protocols

Wirespeed routing Supported




Layer 2 verses Layer 3 Switching

Layer 2 Switching Layer 3 Switching

Router ' /
e—> <Intemet \I nternet

Combined Layer
2-3 Switch




Types of Layer 3 Interfaces

Layer 3 interfaces U3 ﬂfﬁﬂﬁﬁﬂﬂ A0

Switch Virtual Interface (SVI) — (HunosaualouuuaIng a¥9zine)
YOIN1 virtual local area network (VLAN).
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